Information Technology Status 

September, 2008
Information Security Audit
The informal exit conference for the Information Security Audit was held on July 14, 2008.  Over an eight week period the Office of University Auditor (OUA) and KPMG audited the campus against the ISO 17799 standard.  At the informal exit conference we were presented with 21 preliminary findings which in general show a lack of consistent implementation of security best practices and controls across the campus.  The key observations to address are:

1. Information Security Policy - The campus lacks an information security policy which explains principals, standards and compliance requirements.

2. Governance Structure - The existing campus governance structure to approve and communicate information security policy and standards and assess our compliance with laws, policies and regulations does not appear to be working effectively.

3. Decentralized Servers and Applications - Campus decentralized servers and applications (critical and non-critical) are not secured appropriately.

4. Web Application Security - Change management procedures for Web application development require improvement.

5. Technical Controls - The campus lacks some important technical controls.

Addressing the preliminary findings identified in the Information Security Audit will have numerous impacts on the campus.  For example:

· There will be changes to policies, processes and procedures.

· There will be changes to area responsibilities with possible organizational changes.

· Technical changes will cause dissatisfaction with our user community.

· Our staff resources will be stretched.

· A more secure computing infrastructure and more secure campus information.

Information Security System-Wide Security Policy & Standards
The CSU is working on a project to develop system-wide information security policies and standards. A single set of information security policies and standards helps to ensure consistency across the CSU and prevents each campus from “reinventing the wheel” by developing their own policies and standards. These policies and standards include topics such as Security Awareness and Training, IT Security, Acceptable Use, Access Control, Physical Security, etc.  The policies and standards will be reviewed by the state-wide academic senate this fall.
Data Warehouse

The Enterprise Data Warehouse team has recently rolled out a Web page for reporting called DATA (Data Access & Tools for Analysis).  Users can connect to the Web page by typing DATA in the address bar of their browser.  This Web site acts as a “one-stop-shop” for reporting by consolidating access to campus reports on one Web page. The reports are organized by category and the Web site includes a search feature for key word searching.  Reports with a padlock next to the title require a log in using portal credentials to Insight, our new reporting system (campus users can bypass the DATA page and go directly to Insight by typing Insight into the address bar of their browser). A Data Knowledge Base (wiki) has also been created that provides report descriptions, definitions of terms used in reports, and common uses of the reports.  The DATA Web page also provides the user with access to several reporting services available on campus (e.g. Insight, CRA, APO Data Store, Institutional Research).  For help, comments, to obtain access, or to request a report, the user can email data@csuchico.edu.
CMS

Financial Services began the upgrade to CMS Finance v9.0 at the end of May.  The upgrade process, performed during a ten month window, consists of three passes where Financials Services functional and technical staff review the upgrade changes made to the software, carry out set-up operations for each finance module, verify the data brought over in the new version is accurate, and discover if Chico’s business processes operate correctly with the new software or if modifications are necessary.  The upgrade teams are currently working on the first pass.  The second pass begins in late October.  Production cutover to Finance v9.0 is scheduled for March 2009.
Web Services
The Web Content and the Web Design Committees have met several times over the summer and early this semester. A timeline and scope are being developed for planning a redesign of the CSU Chico Home Page. Research and investigation on current trends in higher education home pages are being reviewed and discussed to prepare for the redesign as well as discussions about using the latest Web 2.0 tools and technologies. The next Web Content Committee meeting is Sept. 26th at 9am. Committee meeting notes and more information can be found at: http://www/ires/plans/WebGovernance.html 

Accessible Syllabi 2008-2009
The goal for 2008-2009 is to have all course syllabi accessible in Microsoft Word to all students, including those with disabilities. TLP is offering a one-hour workshop to teach faculty how to use the accessibility features of MS Word to make course syllabi more accessible to all students. Tutorials on how to create accessible documents in many formats can be found at: http://www.csuchico.edu/tlp/accessibility/materials.shtml. TLP has a "frequently asked questions" (FAQ) page posted on their Web site, http://www.csuchico.edu/ires/projects/accessibleTechnology/faq.html
WCMS 

The new Web content management system, Hannon-Hill Cascade Server, has been installed and the first two pilot sites are being implemented. The next step will be to develop training and to work with the second group of pilot sites who will be converting from the old WCMS (Collage) into Cascade. The following phase of rollout is expected to begin in late fall semester with some of the Web sites that are part of the ATI 'critical sites' group. General rollout will begin next year.

ATI Web Accessibility

The 2008-09 Web accessibility plan involves remediation of campus Web sites considered critical for students to interact electronically with the University. Communication to critical site owners explaining the process will happen in the next two weeks. These sites will be monitored for accessibility issues and will be provided support with remediation. 

Student Email Replacement

Gmail has been selected as the student email replacement vendor following technical analysis and communication with key campus constituencies during the spring and summer. Implementation is pending final cabinet approval. Assuming approval, pilot implementation is expected to begin in the November-December timeframe with full implementation in spring 2009.

Library

· Contracted with ESYS for virtual server services to support single-sign-on; patrons will no longer have to re-authenticate to move from Portal to Library resources.

· Successfully tested linking patron ID photo to patron record in the library patron database. This will help to verify that a patron is an authorized user (stolen or lost ID cards) and assist patron services.

· Planned process to refresh the ReSEARCH Station gateway to information.

· Implemented Sect. 508 compliant e-reserves for classes with identified disabled students. 

· Investigating Sect. 508 compliant library catalog.
