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TECHNOLOGY PROJECT OVERVIEW

Project:  LDAP Directory Upgrade
Project Manager:  
Debbie McElroberts
Problem Statement

CSU Chico started providing LDAP directory services in 1998 with a standards based LDAP directory application. This product was included in the Netscape messaging products Chico licensed to implement the first enterprise student email system.  The messaging product line was subsequently acquired by Sun. Service requirements and objectives have been met with our current Sun LDAP Directory environment but we have not been satisfied with the level of service we’ve received, and the annual support costs for the current environment have continued to increase each year.
Four issues/problems need to be addressed:
· The LDAP servers need to be replaced.  The end of service life (EOSL), (i.e., the date hardware support can no longer be obtained from Sun), is 11/30/2007 for one of the servers and 11/30/2008 for the other server.  

· Sun is no longer the vendor of choice for server hardware or operating systems.  CSU Chico has standardized on Dell/Windows and Dell/Red Hat Linux.  

· Sun support for the directory application is expensive.  Chico annual cost is $33,120 through June 30, 2007. 

· Sun Identity Management Suite, including the directory application, has been offered to the CSU on a 3-year contract; the estimated annual cost for Chico is $15,090.

· The quality of third party contracted support is a critical need for our enterprise systems.         CSU Chico technical staff cannot be expected to maintain expert level knowledge for all the different flavor of technologies.
A diverse team of Information Resources technical staff was assembled to define the technical requirements and then identify solutions that should be considered in addition to the Linux/Sun Directory solution.  The Director of Applications Development & Enterprise Design, the technical staff, and the Director of Computing and User Support reached consensus that the list of viable LDAP directory solutions for CSU Chico at this time are Sun’s Directory Server and Symas Connexitor Directory Services (CDS) OpenLDAP. 
Solution Options
1) Procure new Sun hardware and continue to run Sun’s Directory Server.  
· Replacing the aged equipment would occur but we would not conform to the CSU Chico Dell/Linux standard.  
· Enterprise Systems group is re-focusing staff resources from Sun/Solaris support to the standard Dell/Linux environment. 

· Estimated annual support cost could be reduced, but a 3-year commitment would be required.  
· No guarantees that the LDAP Directory support would improve over what we receive today. 

2) Move forward with Sun’s Directory Server on a new Dell/Red Hat Linux platform.  
· Replacing our aged equipment with the CSU Chico Dell/Linux standard.

· Estimated annual support cost could be reduced, but a 3-year commitment would be required.  
· Quality of support might decline because Red Hat Linux is not the native platform for Sun Directory Server.  
· The Sun Directory Server is only available for Red Hat Linux RHEL 3 at this time.

3) Move forward with Symas Connexitor Directory Services (CDS) OpenLDAP.  
· Replacing our aged equipment with the CSU Chico Dell/Linux standard.
· Startup cost would increase our directory server platform costs, but the annual support cost is approximately equal to the new Sun offer.  
· Support from Symas could be much improved over the support we receive from Sun
· CDS is available for Red Hat Linux RHEL 3 and RHEL 4
Proposed Solution
The recommendation of the Director of Applications Development & Enterprise Design and the Director of Computing and User Support is CSU Chico move forward with the Symas CDS offering.  
Symas Corporation packages a binary distribution of OpenLDAP for ease of installation and updating.  Symas offers a service that can reduce the time and cost to implement and maintain the OpenLDAP directory server platform.  Symas does not sell/license OpenLDAP which is an open source product that is free.  

All indications are that the CDS OpenLDAP directory environment at CSU Chico will meet our high level objectives of a technical architecture that is resilient, stable, scalable, and provides a high level of performance.  

One additional consideration for this recommendation is the work of Burton Group in the development of an Identity Management system (IdM) recommended architecture and strategy for the CSU.  Burton Group recommends OpenLDAP as first in preference over three other directory server alternatives – “OpenLDAP is a time-tested directory server in wide deployment within the higher education communities as well as within the business community.”

Project Objectives
· Provide a technical architecture that is resilient, stable, scalable, and provides a high level of performance.  
· Address the need to replace the current LDAP servers; 
· Conform to the CSU Chico standard hardware and operating system platform

· Reduce annual support costs

· Improve the quality of LDAP Directory support
The Enterprise Directory (LDAP) Upgrade Project is in response to the “Aligning with the future: The IT Strategic Plan”, Theme D, Identity strategy: “Develop an infrastructure that provides authentication and authorization to enterprise applications while protecting confidential personal and business information”.

Proposed Start Date:   April 2007


Proposed End Date: October 2007  
Source of Funding:   Enterprise Technology Planning and Support (ETPS)
Resource Requirements:

	
	
	2006/2007
	2007/2008
	      Totals

	Staff Commitment
	
	
	
	

	
	DBA
	
	
	

	(1) sys admin
	ESYS
	
	
	

	(2) LDAP A/P staff 
	ADED
	
	
	

	Minimal
	NOPS/other
	
	
	

	1 - 2 tech staff 

@ $3K each
	User Training & Support
	$6,000
	
	

	Consulting - 15 days
	Migration
	
	$25,875
	

	
	Project Staff
	
	
	

	Equipment
	
	
	
	

	
	Hardware
	$25,000
	
	

	
	Networking
	
	
	

	
	Backup
	
	
	

	
	Maintenance
	
	$2,232
	

	Consulting
	
	
	
	

	2-3 days
1500/day + 15%travel
	Technical
	$6,000
	
	

	
	Training
	
	
	

	Software
	
	
	
	

	
	Licensing
	
	
	

	
	Support
	$15,000
	
	

	
	Maintenance
	
	
	

	Estimated Totals
	
	$51,175
	$28,375
	$79,550


	Milestones
	Planned Date
	Date Complete
	Participant(s)

	FSR submitted
	4/10/07
	
	ADED

	Plan/prepare for upgrade with consultant
	May ‘07
	5/18/07
	ADED/ESYS/NOPS, consultant

	Overview of current architecture/environment
	May ‘07
	
	ADED/ESYS, NOPS, consultant

	Discussion of alternatives for replacement tech architecture
	May ‘07
	
	ADED/ESYS,NOPS, consultant

	Server sizing 
	May ‘07
	
	ADED/ESYS, consultant

	Scope/planning for migration
	May ‘07
	
	ADED/ESYS, consultant

	Order server hardware
	May ‘07
	
	ESYS

	Implement server hardware
	Jun/Jul
‘07
	
	ESYS, NOPS, Security

	Install Directory solution
	Jul ‘07
	
	ADED, ESYS

	Perform conversion/migration tasks, testing, validation, troubleshooting
	Jul-Sep
‘07
	
	ADED, ESYS, consultant

	Go live, new platform
	Oct ‘07
	
	ADED, ESYS


	Measures of Success 

	(
	

	
	Technical architecture is resilient, stable, scalable, and provides a high level of performance

	
	LDAP servers replaced. Hardware received and implemented

	
	Architecture conforms to the CSU Chico standard hardware and operating system platform

	
	Conversion /migration successful

	
	Annual support costs reduced

	
	All services successful with new directory

	
	Quality of directory support is improved


5/15/2007
2
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