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Central Log File Management System
	Project Sponsor:
	Brigette Bucke

	Project Lead:
	Steve Krok

	Key Team Members:
	ESYS Server Administrators

Application Users of Enterprise Systems, 

	Est. Project Timeline:
	September 2007 to April 2008


Overall Issue
With over 110 central Enterprise servers creating 40 GB of log file data a day, manual review is infeasible.   Log files are created from many varied events such as hardware, operating systems, applications, web services and databases.   Application managers, programmers, database users and server administrators should all review their logs daily.   In practice however, many application and web services users are restricted from accessing their log files.  In having their access restricted, application and web services users either create their own processes to monitor their applications or more likely, the applications go unmonitored.  Unmonitored minor log file entries eventually become visible and ugly larger issues that are evident to system users.  For users that do have access to their log files, manual review of millions of lines of log file entries is insurmountable.   
There have been a few systems, such as the Data Warehouse, that span several servers.  On the occasion that a process is failing, such as a Data Warehouse rebuild from one server to another, it has been difficult to correlate log files between the servers.  Server Administrators are manually aligning log files to determine corresponding dates and times that failures occurred.  This problem isn’t a frequent issue, however, when it does occur, it requires a significant increase in manpower and luck to resolve.  Log file correlation is matched down to the second an issue occurs.
From a security perspective, log files should not reside on the primary server.  Log files should be moved immediately off the primary server and stored on a central log file server.  Currently, all log files reside on the primary server for Enterprise Systems. Should a breach of the primary server occur, it is typical that the hacker will remove the log files located on the primary server.  If ESYS had a central log file server, in the case of a server breach, all log file data would be preserved. The preserved log file data would be used for further forensic studies.
Several recent activities at the Chancellors Office strongly indicate that a central log file server should be implemented.  Recently, the Audit Department  of the Chancellors Office has adopted ISO 17799 as their audit authority.  ISO 17799 requires a central log solution.  Secondarily, a working group has been established to determine data retention standards, including log file retention.  The working group has tentatively recommended a minimum of 6 months of log file retention.  Currently, within Enterprise Systems, each server is separately configured for log file retention.  The retention period is based on various criteria including the available space on the primary server.   Enterprise Systems has some key servers that maintain log file data no longer then 2 days while other systems retain as many as 18 months of log file data.  In general, the standard on Linux systems is 2 weeks, Windows systems 2 months.
Proposed Solution 
The proposed solution will be to purchase central log file management software, including a server with significant hard drive space.  We recommend initially sizing the hard drive space to maintain 6 months of log file data for all Enterprise Systems.   Central log file management software is also priced by the amount of daily volume stored on the central log file system.  
Given that we will store 40GB per day of log file data, the actual sizing requirements would be astronomical.  To better manage the storage of log file data, we intend to compress log file data greater then 30 days.  The advantage to compression is that it will significantly lower our data storage requirements.  The disadvantage is that if we need to search log files greater then 30 days, there will be a processing delay as the log files are uncompressed.  

One of the more significant reasons that Enterprise Systems has never fully implemented a log file management solution is scalability.  The significant amount of data logged daily has been problematic for Windows log file systems implemented in the past.  After a short period of time, the database connected to the log file management solution was so large, it could no longer support the amount of data it was storing.  Thus retrieval was impossible rendering the solution useless.  Scalability will be a key requirement in this solution.

One significant benefit we hope to achieve with the log file management project is the ability to allow self service to the log file data.  Currently, application and web service administrators often are not provided security to view their log files.  The process to allocate security is onerous.  By managing access to the log files in the log file solution, administrators may access all of their log files across all of their servers.  Making this tool available to the end user will most likely be an empowering act that will pay immediate dividends.  It will also ensure proper segregation of duties.  Initially we see at least 40 users of the log file management solution outside of the Enterprise Systems Group.  
It is important to note, the installation of a central log file management server is key to the continuing implementation of the four-year road map established in December 2006.  Enterprise Systems is dedicated to improving overall server management through the implementation of centralized tools. 

We have discussed offering central log file management to non Enterprise Systems.   Given that ISO 17799 will be mandated across all campus servers, not just Enterprise Systems, we discussed offering central log file hosting services.  It was decided for a variety of reasons, including security of Enterprise Systems, that should non Enterprise Systems require central log file hosting, the entire server must be moved to Butte Hall and become an Enterprise Systems managed server.
Risks if we do not implement a Central Log File Management System
There are several significant inefficiencies and issues if we do not implement.  They are:

1. We will continue to experience inefficiencies in server, application and database management.  

2. We may find that we are required to report a server breach on a confidential server simply because we lack log file information to dispute the breach.

3. We will be incapable of meeting the ISO 17799 audit requirement.  

4. We will be incapable of meeting the proposed Chancellors Office minimum log file retention period

Risks if we implement Central Log File Management
There is concern we may run into scalability and storage issues.  We need to ensure the log file management solution we select can scale to manage the significant amount of log file data we intend to store.  We currently do not store anything close to 6 months of log file management data.  We are going to project the amount of data that could be stored over 6 months, but we may find, we can not physically store all of the data to be logged.   In the event we can not store all of the data, we will need additional funding to store the excess data or we may be forced to limit certain types of log file data.  
General Deliverables:
	Stage 1 – 
Log File Management Requirements and Vendor Selection
	July 07 – Oct 07

	Meet with application, database and web users to obtain ranked evaluation criteria
	

	Project log file requirements
	

	Evaluate vendors
	

	Select a vendor
	

	       Purchase solution
	

	Stage 2 -

Central Implementation 
	Nov 07 – Feb 08

	Install and configure central server and application software
	

	Phased migration of servers to central log file server
	

	       Initial rollout to Enterprise Systems Group
	

	Stage 3 – 
Self Service Rollout
	Feb 2008 – Apr 2008

	Phased implementation of web, database and application users
	

	
	


Project Savings

Due to efficiencies gathered from the Virtualization project, we will be re-purposing a central server currently being used for Dell Open Manage Server Assistant monitoring.    We do not foresee a need to purchase the server.  

Fallback Plan
We will continue to store log file data on the primary server.  
Project Tracking
We will use JIRA to communicate tasks.
Project End
This project will be complete once all Enterprise Servers are storing their log file data on the central server.   Additionally, all users who need access to their log file data are trained and able to review their log file data.
Proposed Start Date: 07/07



Proposed End Date:  April 2008  
Source of Funding:   

CMS Central Budget
Resource Requirements:

	
	
	
	
	      
	      Totals

	Staff Commitment
	
	Phase 1
	Phase 2
	Phase 3
	

	
	USRV
	1 hour
	
	5 Hours
	6 Hours

	
	Networking
	
	1 hour
	
	

	
	Applications
	1 hour
	
	5 Hours
	6 Hours

	
	Project Staff
	1 hour
	
	5 Hours
	6 Hours

	
	ESYS
	100 hours
	100 hours
	10 hours
	210 hours

	Equipment
	
	
	
	
	

	
	Hardware
	 
	Re-purpose
	 
	

	
	Storage
	
	$11,000
	
	

	Consulting
	
	
	
	
	

	
	Technical
	
	
	
	

	
	Training
	
	
	
	

	Software
	
	
	
	
	

	
	Licensing
	
	$48,750
	
	

	
	Support
	
	8,400
	
	

	
	Maintenance
	
	Inc
	
	

	Estimated Totals
	
	
	$57,150
	
	


	Milestones
	Planned End Date
	Date Complete
	Participant(s)

	Log File Management Criteria Established
	
	
	

	Vendor Selected
	
	
	

	Solution Installed
	
	
	

	Initial Phase of servers migrated
	
	
	

	Final Phase of servers migrated
	
	
	

	ESYS staff trained
	
	
	

	All end users trained
	
	
	

	
	
	
	

	Measures of Success 

	(
	All Log File data centrally stored and managed

	
	Core group of IR users accessing their log file data

	
	Improved Troubleshooting Mechanisms
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