Enable Multifactor Authentication (MFA)
USER GUIDE

e Inorder to setup Multifactor Authentication, you will need an Authenticator App installed
on your smartphone. We recommend using Duo for Multifactor Authentication.

o IMPORTANT: Once you download the Authenticator App to your smartphone,
DO NOT DELETE THE APPLICATION. You will need to access this application on
your smartphone (preferably to your personal phone) each time you log into
your Cal Employee Connect (CEC) account.

e Don't have an Authenticator App yet?
If you do not yet use an authenticator app on your smartphone, you will need to install
one through the respective app store that you use (e.g., Google Play, Apple Store).

We recommend the following app:

Duo Authenticator

e Thisis well supported, easy to use, and run on Android or iPhone.

e If you have both a personal and work phone, we recommend you enable MFA using your
personal phone. Your Cal Employee Connect account follows you from agency to agency,
and if you lose access to your work phone, you could be locked out of your account.

e Once you have installed the app, click close to return to the previous screen and click "Get
Started.”

e If you already use an Authenticator App for other purposes (e.g., email, banking), we
recommend you use that app for Cal Employee Connect.

Page 1 of 6 Revised 12/21/2023



Which Authenticator Apps should | use?

The free applications listed below have been tested and are recommend.

Google Authenticator Microsoft Authenticator 2FA Authenticator

* 09

Free OTP Lastpass Authenticator Aegis Authenticator

sl O A

Yubico Authenticator Duo Authenticator Twilio Authy

8L
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Example: Download Authenticator App

In your phone app store, search “Authenticator App” to select an application. The following is
an illustrative example for Google Authenticator. Other applications may have slight variations
to their access steps to obtain the needed six-digit code:

STEP ONE:

Click GET to download the app
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Click OPEN
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STEP TWO - Turn on MFA

¢ In CEC, click your name at the top right side of the screen then click User Profile.

Admin Help & Feedback JOE A SMITH v

Change Password

Logout

e Toggle Turn On MFA

Multifactor Turn On MFA
Authentication

@, Enable Multifactor Authentication

1. Scan the QR Code using your authenticator app. Or if you would like to manually
enter the secret, click Copy Secret

.- -ﬁ -n
"l
SAMPLE
Can't scan the QR Code? ~

2. Enter the 6 digit verification code from your authenticator app

999999
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STEP THREE:
Open your Authenticator App to retrieve your six-digit code.

For quick access, you can search your phone’s Library.

Authenticatod Cancel

Authenticator

Cr_% Authenticator
SocurlD

Authenticator

Click Scan a QR code

0

Set up your first account

Use the QR code or setup key in your 2FA settings (by
Google or third-party service). If you're having trouble,
go to g.cof2sv

[@] ScanaQRcode

Enter a setup key
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Scan the QR Code using your phone’s camera. The authenticator app will generate a six-digit
verification code. Enter the six-digit verification code and click Enable.

2, Enable Multifactor Authentication

1. Scan the QR Code using your authenticator app. Or if you would like to manually
enter the secret, click Copy Secret

[=]%5s

SAMPLE

Can't scan the QR Code? ~

2. Enter the 6 digit verification code from your authenticator app

95448
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Congratulations! Your CEC account is now protected!

[z} User Profile

Congratulations! You have enabled multi-factor authentication on your account. X

O
2 Portal Information @ Employee Information
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