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1.0
Introduction

The California State University (CSU) is a public institution committed to the ideals of academic freedom and freedom of expression. To promote these ideals, the CSU uses and offers access to a variety of information systems, data, and network resources, hereafter referred to as information assets. This policy establishes how information assets  are used and provided to users. The unauthorized collection, modification, deletion, disclosure, or misuse of CSU information assets can compromise the mission of the University, violate individuals’ rights to privacy, or constitute a criminal act. 
The CSU is committed to protecting the confidentiality, integrity, and availability of information assets entrusted to the University. This policy and associated standards provide direction and support to campuses for information security in accordance with university requirements, and relevant laws and regulations. 
2.0
Scope
Information security is the responsibility of all users; users must comply with all applicable CSU security policies. Compliance is necessary to ensure the confidentiality, integrity, and availability of CSU data.

The CSU retains ownership (or stewardship) of assets owned (or leased) by the CSU.  The CSU reserves the right to limit access to its data and to use appropriate means to safeguard its data, preserve network and information system integrity, and ensure continued delivery of services to users. This can include, but is not limited to: monitoring communications across CSU network services, monitoring actions on the CSU information systems, checking information systems attached to the CSU network for security vulnerabilities, disconnecting information systems that have become a security hazard, and/or restricting data transported across the CSU network or posted on the CSU information systems.
Non-represented employees who do not comply with this policy may be subject to appropriate disciplinary actions. Violation of this policy by represented users may result in disciplinary action, which may only be administered in accordance with the applicable provisions of the California Education Code. Any corrective action or disciplinary action must also be consistent with the terms of the applicable collective bargaining agreement. Contracted third party persons who do not comply with this policy may be subject to appropriate actions as defined in contractual agreements or proposals of understanding. Other individuals who do not comply with this policy may be subject to criminal proceedings.
This policy applies to campus data in both electronic and non-electronic form (for example, paper and verbal conversation).

This policy may be supplemented, but not superseded, by additional policies and standards adopted by each campus. The policy must be regularly reviewed and revised as necessary in order to ensure that it meets the CSU information security goals and requirements.

3.0
Policy Management
3.1
Policy Organization 

This policy has been organized in a two-tier structure, so that readers may more easily find the specific guidance they are seeking. This two-tier structure is referred to as the Policy Framework, which defines the elements and structure for the delivery of information security policies. 
The two tiers of the Policy Framework are described below:

Policy: A policy is a broad statement of principles that presents management’s position for a defined subject. Policies are long lasting, strategic guides that provide overall direction for the CSU in regards to information security. This document organizes these policies into 20 sections.

Standard: A standard provides more specific guidance on a particular topic. They have been written as standalone documents so that they can be more easily incorporated into legal agreements where third parties are providing services. 

This document references the relevant supporting standards, and, similarly, the standards documents invoke the relevant policy statements within this document. 

3.2
Policy Management
This policy may be updated to reflect changes in the CSU’s academic, administrative, or technical environments, or applicable state, federal, or international laws and regulations. The CSU’s Senior Director for Information Security Management shall be responsible for reviewing and updating this policy.
4.0
Glossary
	Term
	Definition

	Anti-virus Software
	Software that detects or prevents malicious software.

	Application
	A software program designed to perform a specific function for a user. Applications include, but are not limited to, word processors, database programs, development tools, image editing programs, and communication programs.

	Availability
	Ensuring that information systems, data and network resources are available and ready for use when they are needed.

	Campus
	For the purposes of this policy a “campus” is any CSU campus and the Chancellor’s Office.

	Campus Limited Access Area
	Physical area such as a human resources office, datacenter or network operations area (NOC) that has a defined security perimeter such as a card controlled entry door or a staffed reception desk.

	Catastrophic Event
	An event that causes substantial harm or damage to significant CSU information systems, network resources, or data. Catastrophic events include but are not limited to: earthquake, fire, extended power outage, equipment failure, or a significant computer virus outbreak. 

	Confidentiality
	The protection of data from unauthorized disclosure.

	Control 
	Countermeasures (administrative, physical, technical) used to manage risks.

	Critical Asset 
	Information systems, data or network resources that a campus has determined to be significant for providing necessary user services. 

	CSU Network
	Any CSU administratively controlled communications network that is within the CSU managed physical space. Such networks may interconnect with other networks or contain sub networks.

	Data
	Information systems, data – (information in electronic or non-electronic such as in paper format or verbal communication) ,and network resources

	Data Stewards
	Persons with operational responsibility for the physical and electronic security of the data.

	DMZ
	A network inserted as a “neutral zone”.

	Electronic Media
	Includes, but is not limited to, floppy disks, backup tapes, CD-ROMs, zip drives, memory sticks, and portable hard drives.

	Employee
	Any person who is paid by the CSU to provide services to or on behalf of the CSU.

	Hardware
	Includes, but is not limited to, portable and non-portable workstations, laptops, servers, copiers, printers, faxes, and PDAs.

	Information Security Program
	An organizational effort that includes, but is not limited to: security policies, standards, procedures, and guidelines plus administrative, physical, and technical controls. The effort may be implemented in either a centralized or decentralized manner. 

	Information Systems
	Systems that include, but are not limited to: laptop computers, workstations, servers, and mobile devices. 

	Integrity
	The accuracy, completeness, and validity of information.

	Least Privilege
	A concept of information security by which users and their associated applications execute with the minimum amount of access required to perform their assigned duty or task.

	Logical Access
	The connection of one device or system to another through the use of software.

	Malicious Software
	Software designed to damage or disrupt information systems, data, or network resources.

	Mobile Devices
	Devices containing electronic CSU data and easily transported. Such devices include, but are not limited to: laptop computers, personal digital assistants (PDAs), and “smart” phones.

	Need to Know
	A concept of information security by which data is only provided to users who require the information to perform their assigned duty or task.

	Network Resources
	Resources that include, but are not limited to: network devices (such as routers and switches), communication links and network bandwidth.

	Personally Identifiable Information
	Any piece of information which can potentially be used to uniquely identify, contact, or locate a single person.

	Physical Access
	Being able to physically touch and interact with information systems and network devices.

	Private IP Addresses
	Defined in RFC 1918 as 10.0.0.0/8; 172.16.0.0/12 and 192.168.0.0/16.

	Protected Data
	Information within the CSU system which has been categorized according to its risk to loss or harm from disclosure. The CSU categorization includes multiple levels which are defined in the CSU Classification Guide.

	Remote Access
	Any connection from an external, non-campus network to any campus information system, data, or network resource.

	Risk
	The likelihood of a given threat exercising a particular potential vulnerability, and the resulting impact of that adverse event on an organization.

	Risk Assessment
	A process by which, quantitatively and/or qualitatively, risks are identified and the impact of those risks are determined.

The initial step of risk management.

	Risk Management
	A structured process which identifies risks, prioritizes them, and then manages them to appropriate and reasonable levels. 

	Security Awareness
	Awareness of security and controls, in non-technical terms, conveyed to motivate and educate users about important security protections that they can either directly control or be subjected to.

	Security Incident
	An event that results in any of the following:

•
Unauthorized access or modification to the CSU information systems, network resources, or data.

•
An intentional denial of authorized access to the CSU information systems, network resources, or data.

•
Inappropriate use of the CSU’s information systems or network resources.

•
Inappropriate disclosure of CSU data.

	Security Training
	Specific technical understanding of how to secure the confidentiality, integrity, and availability of information systems (including operating systems and applications), networks, and data to prevent or detect security incidents.

	Third Parties
	Include, but are not limited to, contractors, service providers, vendors, and auxiliaries and those with special contractual agreements or proposals of understanding.

	User
	Anyone or any system which accesses the CSU information systems, data, or network resources.

	User Information
	Information which can be used to uniquely identify, contact, or locate a user.


5.0
Information Security Roles and Responsibilities 
5.1
Introduction 

The Board of Trustees (Board) of California State University (CSU) is responsible for protecting the confidentiality, integrity and availability of CSU information systems, data and network resources.

It is the collective responsibility of each campus, its executives, managers, faculty, students, and staff to ensure:
· the privacy of personally identifiable information (PII);

· the integrity of data stored on or processed by CSU information systems;

· the maintenance and currency of applications installed on CSU information systems;

· the availability of information stored on or processed by CSU information systems;

· compliance with applicable local, state, federal, and international laws and regulations, including intellectual property and copyright. 

5.2
Responsibilities

Each campus’ information security program must implement a risk-based, layered approach that uses preventative, detective, and corrective controls to provide an adequate level of information security. The security program must be regularly reviewed and updated or enhanced as necessary. 
Information security roles and responsibilities should be identified and defined to achieve security objectives and appropriately mitigate risk at each campus. Each campus is responsible for developing an appropriate organizational structure for implementing and supporting its information security program. Each CSU campus’s information security program organizational structure should be regularly reviewed and updated or enhanced as necessary. Each campus President (or his designee) should assign roles and responsibilities for their campus’s information security program.

The campus President (or his designee) must appoint an individual who will assume the responsibilities of an Information Security Officer (ISO).
6.0
Risk Management 
6.1
Purpose

CSU must identify and actively manage the risks to its data and reduces such risks to reasonable and appropriate levels. Risks to information systems are constantly changing. Campuses must use appropriate models for risk management and assessment to identify, evaluate, and plan appropriate responses to threats. 

6.2
Introduction

Risks must be actively managed in order to prioritize resources and remediation efforts. Risk management is the process of identifying risk, assessing risk, and taking steps to reduce risk to an acceptable level. Risk assessment is part of an ongoing risk management process that assigns relative priorities for mitigation plans and implementation.
6.3
Risk Management

Campuses must select and implement controls for data based on a risk management process which analyzes and minimizes identified risks. All such controls must appropriately ensure the confidentiality, integrity, and availability of campus information systems, network resources, and data, and be commensurate with risks identified by campus risk assessments. 

6.4
Risk Assessment

Risk assessment provides the basis for prioritization and selection of risk remediation activities. Campuses must conduct periodic risk assessments to address changes in the security requirements or when significant changes occur in the campus environment which may lead to the introduction of new threats. For those risks where the risk treatment decision has been to apply appropriate controls, these controls must ensure that risks are reduced to an acceptable level, taking into account:
· legal and regulatory requirements

· University requirements and constraints

· cost of implementation and operation
6.5
Risk Mitigation
Risk mitigation involves prioritizing, evaluating, and implementing the appropriate risk-reducing activities recommended from the risk assessment process. Since the elimination of all risk is usually impractical or close to impossible, campus leadership must systematically examine the cost effectiveness of proposed activities in relationship to their risk reducing effect. Each campus must develop and maintain a method for documenting and tracking decisions about risk-reducing activities.
7.0
Acceptable Use 
(Language being developed based on existing CSU campus AUPs)
8.0
Personnel Security

8.1
Purpose

The CSU must ensure that employees whose job duties require access to protected information are adequately informed of their responsibilities. 
8.2
Introduction

Campuses must develop and implement appropriate controls to ensure employees are provided only the privileges required to perform their duties and that these privileges are removed once employment terminates. 
8.3
Personnel Duties

Employee duties and responsibilities related to information security must be defined and identified in the employee position description in order for employees to be informed of their obligations regarding access to protected information. All new employees who access protected data must sign a confidentiality (non-disclosure) agreement. This agreement must be regularly renewed.

8.4
Termination of Employment
Unless otherwise authorized, when an employee voluntarily or involuntarily separates from the University, information system privileges, including all internal, physical and remote access, must be promptly disabled or removed. Computer resident files and paper files must be promptly reviewed by their immediate manager to determine who will become the data steward of such files and identify appropriate methods to be used for handling the files. 

Campuses must verify that items granting physical access such as keys and access cards are collected from the exiting employee. Any access list that grants the exiting employee physical access to a secured campus limited access area must be altered appropriately to reflect the change in employment status.

9.0
Privacy 
(Language coming from CSU based on inputs from HR and Legal)
10.0
Security Awareness and Training
10.1
Purpose

Each campus must implement and regularly review a formal, documented program for providing appropriate security training and awareness to its users. 

10.2
Introduction 

Security awareness ensures users are aware of threats against systems and information and teaches users how to properly apply technical mechanisms and procedures to protect the confidentiality, integrity, and availability of campus information assets. 
10.3
Security Training

Each campus must ensure that system administrators and managers are provided with sufficient initial and ongoing training and supporting reference materials to enable them to appropriately install, configure, maintain and manage data, systems, and networks to protect CSU data.

10.4
Security Awareness

All new users must receive appropriate security awareness training before being provided with access or accounts on CSU information systems; such awareness training must include an overview of information security policies and standards. As appropriate for their positions, users must also receive training on the secure use of information systems, network resources, and/or applications required to perform their job functions. After receiving their initial security awareness training, users must receive follow-up training as needed to reflect changes in information security policy and standards.
11.0
Third Party Services Security 

11.1
Purpose

Campuses must ensure that third parties interacting with CSU information systems, data, or network resources understand and abide by campus policies concerning data confidentiality, nondisclosure, and the authorized use of campus information systems, data, and network resources. 

11.2
Introduction

Interaction with third-party users and systems can introduce unexpected risks. Campus’ information security policies and standards must be extended to all users and systems that touch University resources. It is the responsibility of each campus that retains the services of a third party to ensure that the third party adheres to all applicable CSU policies.

Third parties must formally acknowledge these responsibilities in writing via appropriate agreements or contractual obligations. 
11.3
Appropriate Access

All third-party users of campus information systems, data, or network resources may be provided access only when they have a need for specific access in order to accomplish an authorized task; such access must be based on the principles of need-to-know and least possible privilege. 
Access to campus information systems, data, or network resources by third parties must not be allowed until appropriate security controls have been implemented and a contract or agreement has been signed defining the terms for access.

11.4
Risk Assessment

Before third parties are granted access to campus information systems, data, or network resources, a basic risk assessment must be performed to determine security implications and control requirements. 
11.5
Third Party Responsibilities

All third parties who interact with campus information systems, protected data, or network resources must have a formal, documented contract or agreement with CSU which defines its obligation to appropriately follow CSU security policies. Third parties must formally acknowledge these responsibilities in writing via appropriate agreements or contractual obligations. Contract terms and conditions must include appropriate information security safeguards, notification of applicable policies and actions to be taken for non-compliance. 

12.0
Information Technology Security

12.1
Purpose

Campuses must develop and implement appropriate technical controls to minimize risks to its information technology infrastructure.

12.2
Introduction 

Each campus must protect the confidentiality, integrity, and availability of its critical information systems and protected data from threats. 

12.3
Malicious Code Protection 

Each campus must have procedures in place to effectively detect, prevent, and report malicious software. Electronic data received from untrusted sources must be checked for malicious software prior to being placed on a CSU network or information system.

12.4
Network Security 

Campuses must appropriately design and segment their networks—based on risk, data, and access—in order to secure their data. Each campus must develop, implement, and regularly review a documented process for transmitting data over the campus network. This process must include the identification of critical information systems and protected data that traverses or resides on the campus network. Each campus must develop and implement a process for managing critical and protected assets that traverse or reside on the campus network. 
12.5
Remote Access Security 

Campuses must develop procedures that prevent unauthorized remote access to critical information systems or protected data, while ensuring that authorized users have appropriate remote access. Each campus must develop, implement, and regularly review a documented process for granting and managing remote access to its critical information systems and protected data. The process must allow access only when there is a need for specific access in order to accomplish an authorized task; such access must be based on the principles of need-to-know and least possible privilege. 
12.6
Mobile Computing 

Campuses must develop, implement, and regularly review controls for securing protected data stored on mobile devices. 
12.7
Information System Logging and Monitoring

Campuses must implement logging and monitoring controls on appropriate information systems and network resources. Activity records created by logging and monitoring controls must be reviewed regularly. 
12.7.1
Log File Protection 

Information generated by logging and monitoring controls implemented on campus information systems, and network resources must be protected from unauthorized access. Access to such information must be limited to only those individuals with a need to know.

12.7.2
Information Retention 

Information generated by logging and monitoring controls implemented on campus information systems and network resources must be retained for a period of time that is consistent with effective use and legal and regulatory requirements. 

13.0
Configuration Management and 
Change Control
13.1
Purpose

Campuses must ensure that information technology systems, network resources, and applications are appropriately configured to protect the confidentiality, integrity and availability of its information technology resources. Each campus must develop, maintain, and regularly review relevant change control practices in order to ensure that processes adequately evaluate the information security impact of proposed or completed changes.
13.2
Introduction

An effective configuration and change management program will ensure that campus assets are approrpriately managed and protected against loss of confidentiality, integrity and availability.  Configuration and change management procedures must comply with campus policies and standards.
13.3
Configuration Management Program

Campuses must develop and implement information system security standards designed to ensure that systems placed into production are appropriately secured to ensure confidentiality, integrity, and availability are not compromised. 
Each campus must maintain a program designed to ensure that operating systems and applications are routinely updated to correct flaws and close vulnerabilities. Each campus must have a formal, documented process for regularly identifying all relevant and necessary security and functional patches for its information systems and applications. Relevant and necessary patches must be tested and appropriately deployed.

13.4
Change Control Program

Changes to information systems need to be appropriately managed to ensure they do not introduce unexpected vulnerabilities or adversely impact existing security protections. Each campus must develop, implement, and regularly review a process for managing changes to its critical information systems, protected data, and network resources. The process must evaluate the information security impact of changes by taking a risk-based approach to change control. Changes which may impact the security of critical information systems, protected data, or network resources must be identified along with the level of control necessary to manage the change.

Only properly authorized persons may make an emergency change to campus information systems, data, or network resources. Such emergency changes must be appropriately documented and promptly submitted, after the change, to the campus’ normal change management process. 

14.0
Access Control 

14.1
Purpose

Campuses must protect the confidentiality, integrity, and availability of its information systems, data, and network resources by preventing unauthorized logical access and ensuring that authorized users have appropriate access. The level of protection provided by access controls must be commensurate with operational requirements and identified risks. 

14.2
Introduction

Access to information, information processing facilities, and business process must be managed on the basis of operational and security requirements. Access control procedures must comply with campus policies and standards for information dissemination and authorization.

14.3
Access Authorization 

Access to campus-critical information systems, protected data, and network resources must be denied until specifically authorized. Appropriate campus managers, data stewards, and/or their designated delegates, must define and approve users’ access to campus critical information systems, protected data, and network resources. Campuses must designate and document individuals who may approve user access to campus critical information systems, protected data, and network resources. Access to campus-critical information systems, protected data, and network resources must be provided only to those having a need for specific access in order to accomplish an authorized task and must be based on the principles of need-to-know and least possible privilege. 
14.4
Access Establishment 

Authentication controls must be implemented for campus-critical information systems, protected data, and network resources. Each campus must have a documented process which provisions approved additions, changes, and terminations of access rights on campus critical information systems, protected data, and network resources. 
Authentication credentials used for access to campus-critical information systems, protected data, or network resources must be unique to each individual and must not be shared unless authorized by appropriate campus management. Where approval is granted for shared authentication, the requesting organization must be appropriately informed of the risks of such access. Shared authentication privileges must be regularly reviewed and re-approved.
14.5
Access Modification 

Appropriate campus management, data stewards, and/or their designated delegates must regularly review user access rights to critical information systems, protected data, and network resources. Modifications to user access privileges must be tracked and logged. Users experiencing a change in status (e.g., termination and position change) must have their logical access rights reviewed, and if necessary, modified or revoked.

15.0
Asset Management

15.1
Purpose

Campuses must appropriately manage all critical information systems and assets containing protected data. Assets need to be identified, categorized, and protected throughout their lifecycle.

15.2
Introduction

Effective asset management applies controls proportionately to the value of the asset being protected. Campuses must develop, implement, and regularly review a documented process that classifies and secures their information assets. The process must protect an asset through its entire lifecycle, from origination to destruction. 

15.3
Inventory and Data Classification

Campuses must maintain an inventory of their critical information systems and assets containing protected data. Each campus must classify its information assets according to the CSU’s data classification standard. 

15.4
Data Storage

Each campus must develop and implement appropriate controls for securing critical or protected data stored, distributed, or accessed on electronic media and hardware. These controls must ensure the confidentiality, integrity, and availability of the asset.
Campus electronic media and hardware must be located and stored in secure locations that are protected by appropriate physical and environmental controls. The level of protections provided by these controls must be commensurate with identified risks to the media and hardware. 

Campus protected data must be appropriately labeled, transported via a delivery mechanism that can be tracked and/or provided to users only after being authorized by appropriate campus personnel. 

15.5
Data Backup

Backup copies of campus electronic media must be made regularly. Backups of campus electronic media, records of the backup copies, and documented restoration procedures must be stored in secure locations with an appropriate level of physical and environmental protection. Campuses must create backup copies of systems or files that contain critical or protected data.
15.6
Disposal

Electronic media and hardware must be securely disposed of when no longer required by a campus. 
15.7
Media Re-use

Protected data stored on campus electronic media and hardware must be securely and thoroughly erased before such items can be re-used. Such data must only be sanitized using campus-approved erasure tools or services.

16.0
Management of Information Systems

16.1
Purpose

Campuses must ensure that appropriate controls for confidentiality, integrity, and availability are designed and implemented into the applications and information systems that it procures or develops. These controls must be implemented commensurate to the risks to the applications and information systems. 

16.2
Introduction

Information security requirements must be considered in the creation, maintenance, or purchase of critical information systems or information assets containing protected data. Campuses must ensure appropriate controls are identified and implemented.

16.3
Development and Procurement

Each campus must have a formal, documented process for developing and procuring applications and information systems. The process must ensure that appropriate information security controls are built into applications and information systems. 
16.4
Testing

Except where unavoidable, production environment data must not be used for testing or development of critical campus applications or information systems containing protected information. If production environment data must be utilized in a test environment, then security controls for the data must be implemented that are as strong as in the production environment.

Documented test plans must be used to test information security controls in critical campus-created applications and information systems containing protected information prior to deployment in a production environment. Test results must be documented.

Test data and accounts must be removed before tested applications and information systems are deployed in a production environment.

Protected data must not be displayed in any user documentation. 

17.0
Information Security Incident Management
17.1
Purpose

Campuses must ensure that they are able to effectively respond to information security incidents in order to minimize the impact of such incidents. 

17.2
Introduction

An effective information security incident management process ensures information security events and weaknesses associated with information systems or assets containing protected data receive prompt and appropriate responses. 
17.3
Incident Response Plan
Each campus must have a security incident response team (SIRT). Each SIRT must develop an information security response plan that defines a process for managing information security incidents. The plan must be tested regularly and must designate specific personnel to be available to respond to information security incidents in a timely manner. 

17.4
Incident Reporting 

Each campus SIRT must establish and document an information security incident reporting process, which must be regularly reviewed and revised as necessary. The process must provide users with a centralized communication point for incident reporting. Third parties must report security incidents involving campus information systems, data, or network resources to campus officials in accordance with their contract or other agreement. Each campus must inform the Chancellor’s Office of any security incidents requiring notification of users.

17.5
Incident Response

Campuses must designate specific personnel to serve on its SIRT. All appropriate members of each campus SIRT must receive regular and appropriate training in security incident response processes. Each campus SIRT or SIRT-designated persons must appropriately respond to all security incidents that are reported to it via the campus’ incident reporting process. When responding to an incident, a campus SIRT must take all appropriate actions to protect the confidentiality, integrity, and availability of the campus’ information systems, data, and network resources. All campus SIRT actions that will significantly affect users’ ability to complete authorized tasks must be defined by procedures that clearly detail decision-making processes and execution steps. 

17.6
Incident Investigation

Whenever evidence clearly shows that a campus’ information systems, network resources, or data have been significantly impacted by an information security incident, an investigation must be performed by the campus SIRT or SIRT-designated persons. Such investigations must provide sufficient information to ensure that:

· Vulnerabilities that led to the incident(s) are identified.

· Appropriate security controls are established to mitigate the above vulnerabilities.

· Appropriate notifications have taken place.

17.7
Evidence Collection 

In consultation with the CSU legal staff, each campus must develop guidelines on evidence collection. These guidelines must be regularly reviewed and revised as necessary. 
18.0
Physical Security

18.1
Purpose

Each campus must develop, implement, and regularly review a plan to physically protect its information data by preventing unauthorized physical access while ensuring that authorized users have appropriate access. The level of protection provided must be commensurate with that of identified risks. 

18.2
Introduction

Unauthorized physical access to data is a significant risk. An information security program needs to manage physical access to data to minimize this risk.

18.3
Physical Areas to be Protected

Each campus must identify physical areas that must be protected from unauthorized physical access. The assessment must take into consideration the areas where data is stored, processed, or transmitted as well as the location of any supporting assets or critical infrastructure. Campus information systems containing protected data must be located in campus limited-access areas. Campus information systems in unrestricted, public access areas must be physically secured to prevent theft.

18.4
Access Authorization

Physical access rights to limited access areas must be clearly defined. Such rights must be provided only to users having a need for specific access in order to accomplish an authorized task and must be based on the principles of need-to-know and least possible privilege. All physical access rights to campus limited‑access areas must be regularly reviewed and revised as necessary. All physical access to campus limited-access areas must be tracked and logged. 
18.5
Maintenance

All repairs and modifications to physical components (e.g., walls, doors, and locks) which protect campus limited-access areas must be documented.

19.0
Business Continuity and Disaster Recovery

19.1
Purpose

An information security program needs to support the maintenance and potential restoration of operations through both minor and catastrophic disruptions.

19.2
Campus Responsibility 

The CSU must ensure that its data can, in the case of a catastrophic event, continue to operate and be appropriately accessible to users. Each campus must maintain an ongoing program that ensures the continuity of essential functions and operations following a catastrophic event. The program must be in compliance with the CSU Executive Order 1014. 

20.0
Legal and Regulatory Compliance

20.1
Purpose

Campuses must develop and maintain information security policies and standards that comply with applicable state, federal, and international laws and regulations. 
20.2
Applicable Laws

Campuses must appropriately comply with all state, federal, and international laws and regulations that apply to its data. The CSU shall, in consultation with the CSU legal staff, regularly identify and define the local, state, federal, and international laws and regulations that apply to its data. This information shall be provided to campuses on a regular basis.

20.3
Campus Information Security Program

Campuses must develop, maintain, and regularly review an information security program that enables it to appropriately comply with all state, federal, and international laws and regulations that apply to its data. The campus information security program shall incorporate this CSU-wide Information Security Policy. Campus-specific policies, standards, or procedures may be created in addition to this policy. Campus-specific policies, standards or procedures must meet or exceed system-wide policies and standards.
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