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1.0
Introduction

The California State University (CSU) is a public institution committed to the ideals of academic freedom and freedom of expression. To promote these ideals, the CSU uses and offers access to a variety of information systems, data, and network resources, hereafter referred to as information assets. Thise standards support and provide additional guidance for those implementing The California State University

System-wide Information Security Policy. The unauthorized collection, modification, deletion, disclosure, or misuse of CSU information assets can compromise the mission of the University, violate individuals’ rights to privacy, or constitute a criminal act. 

The CSU is committed to protecting the confidentiality, integrity, and availability of information assets entrusted to the University. This policy and associated standards provide direction and support to campuses for information security in accordance with university requirements, and relevant laws and regulations. 

2.0
Scope
In support of The California State University System-wide Information Security Policy, these standards have the same scope of applicability.

These standards may be supplemented, but not superseded, by additional standards adopted by each campus. These standards must be regularly reviewed and revised as necessary in order to ensure that it meets the CSU information security goals and requirements.

3.0
Standards Management
These standards may be updated to reflect changes in the CSU’s academic, administrative, or technical environments, or applicable state, federal, or international laws and regulations. The CSU’s Senior Director for Information Security Management shall be responsible for reviewing and updating this document.
4.0
Glossary
Refer to the Glossary in The California State University System-wide Information Security Policy for an applicable list of terms and definitions.

5.0
Information Security Roles and Responsibilities

5.1
Campus President 

Each CSU campus president must establish an information security program which is compliant and consistent with the CSU system-wide information security policy and standards. The details of each campus program is left to the president to determine, with the exception of items identified in the CSU information security policy and standards, which are meant to provide some degree of consistency of approach and application.

Each president (or his designee) must appoint an Information Security Officer (ISO).

The president (or his designee) must identify the specific duties and responsibilities for the ISO which, at a minimum, include those items identified below.

While the role of ISO may be an additional duty, the president must ensure the appointee has sufficient time to carry out the assigned duties and responsibilities.

Each president must review information security risks on at least annually.
Each president must annually report his or her current risk posture to the Chancellor’s Office and to the Board of Trustees in accordance with the Risk Management section of the policy and standards.

5.2
Chief Information Officer (CIO)
In addition to other duties as defined within the CSU, each campus CIO must:
· Work with the campus ISO regarding changes in the campus programs and systems to understand potential changes in risk.
· Consult with the ISO regarding campus operations and operations security. 
· Work with the ISO to develop procedures and processes which implement the CSU information security policy and standards as directed by the campus president.
5.3
Information Security Officer (ISO)

The ISO must:

· Be the primary advisor to the president and his cabinet on all information security matters.
· Coordinate the campus information security program on behalf to the president.

· Work closely with campus administrators and executive officers on information security matters.
· Inform the president (or his designee) of high significant risks as they are identified.
· Serve as the campus representative on the CSU Information Security Advisory Committee. 
· Oversee the campus information security awareness and training program.

· Oversee campus information security self-assessment activities.
· Oversee the campus information security incident response program coordinating among appropriate campus personnel.

· Provide inputs to the campus budget process regarding prioritization and required resources for security risk mitigation activities and inputs regarding security risks of other proposed projects.

6.0
Risk Management

6.1
Risk Assessment

Each campus must regularly perform a formal, documented risk assessment process that assesses the risk and magnitude of harm that could result from the unauthorized access, use, disclosure, disruption, modification, or destruction of campus’ information systems, data, or network resources. 
At a minimum, each campus’ risk assessment process must include the following:

· Identification and prioritization of the threats to campus information systems, data, and network resources.
· Identification and prioritization of the vulnerabilities of campus information systems, data, and network resources.
· Identification and definition of current security measures used to protect the confidentiality, integrity, and availability of campus information systems, data and network resources. 

· Assessment of the likelihood that a particular threat will exploit specific vulnerabilities on campus information systems, data and network resources.
· Identification of the potential impacts to the confidentiality, integrity, and availability of campus information systems, data, and network resources if a particular threat exploits a specific vulnerability.
Campuses must establish and document a method for categorizing and assessing identified risks. While each campus may identify their own methods, an example follows:
Likelihood of Occurrence

High ( A threat is highly motivated and sufficiently capable, and controls to prevent a vulnerability from being exercised are ineffective.

Medium ( A threat is motivated and capable, but controls are in place that may impede successful exercise of a vulnerability.

Low – A threat lacks motivation or capability, or controls are in place to prevent, or at least significantly impede, a vulnerability from being exercised.

Magnitude of Impact

High – Exploitation of a vulnerability (1) may result in the highly costly loss of major tangible assets or resources; (2) may significantly violate, harm, or impede a campus’ mission, reputation, or interest; or (3) may result in human death or serious injury.

Medium – Exploitation of a vulnerability (1) may result in the costly loss of tangible assets or resources; (2) may violate, harm, or impede an organization’s mission, reputation, or interest; or (3) may result in human injury.

Low – Exploitation of a vulnerability (1) may result in the loss of some tangible assets or resources or (2) may noticeably affect an organization’s mission, reputation, or interest.

The risk assessment must be conducted per the guidelines and process defined in NIST SP800-30 “Risk Management Guide for Information Technology Systems”. The process is outlined in Figure 1. 
Figure 1. Risk Assessment Process
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6.2
Risk Management Plan

Each CSU campus must develop and regularly update a formal, documented, risk management plan that addresses at a minimum:

· Scope

· Roles and responsibilities

· Campus leadership commitment 

· Risk identification and tracking methodology

· Third party risk management

· Characterization of the campus’ information systems based on their function and criticality
This plan does not have to be a separate document and may be combined with other campus planning documentation. 
Each campus ISO must review the information security risks on at least annually. Significant risks must be presented to the campus president (or his designee) for his action or acceptance.

Each campus must develop and maintain a Plan of Action and Milestones (POAM) that describes campus information security initiatives. For each initiative, the POAM should at least contain:

· Identified Driving Risk(s)

· Proposed Initiative

· Initiative Owner/POC

· Resources Required

· Planned Completion

· Interim Milestones

· Status

On an annual basis, each campus president must submit an Information Security Risk Management Report to the Chancellor’s Office and to the Board of Regents. This report must identify the significant risks which have been identified during the past year, which ones have been accepted, and which ones are in the process of being mitigated. This report may be combined with other required risk-related reports.
The CSU Senior Director for Information Security Management (SDISM) must develop the format and process for the Information Security Risk Management Report.
7.0
Acceptable Use
No standards defined at this time. The Policy will be supported by awareness training and campus specific guidelines.

8.0
Personnel Security 

8.1
Termination and Position Change
Appropriate CSU or campus managers must promptly notify the appropriate human resources department and information technology (IT) group responsible for granting and revoking access privileges about all employee terminations and job changes. If an employee is being terminated, the employee’s manager must ensure that the employee’s access privileges (logical and physical) are terminated by the employee’s last day of employment. If an employee is changing jobs, it is the responsibility of the employee’s new manager (if the job change involves a management change) or existing manager to identify and define the access privileges needed by the employee to perform their new job.

By the last day of employment, employees must return all campus and/or CSU supplied access devices to their manager. If an employee has used cryptography on data belonging to CSU and/or a campus, they must provide the cryptographic keys to their manager by their last day of employment.

A monthly report must be forwarded to each campus’ ISO by the appropriate Human Resources (HR) department that lists all campus employee terminations and job changes during the month and confirmation that logical and physical access privileges have been appropriately revoked or changed.

8.2
Personnel Vetting 

Early in the process of defining a position, both the appropriate campus or CSU HR department and the hiring manager must identify and address the information security responsibilities of the position. 

Each campus must ensure that accurate job descriptions are kept to up-to-date with employee responsibilities. The descriptions must indicate classifications of risk associated with any protected data or information systems managed by the employee.

Each campus must identify and define “positions of trust” within its campus that requires vetting of the employees who are in the positions. Positions of trust typically involve significant access to campus information systems which contain protected data. Vetting failure criteria for such positions must be formally defined.

Appropriate vetting must be performed on all new employees or contractors appointed to positions of trust. As appropriate, the vetting can include local criminal, national criminal, credit, education, and/or reference checks. Background check updates on existing employees in positions of trust must be performed at least every three years.

9.0
Privacy
9.1
Web Site Privacy Notice
Consistent with the California Online Privacy Protection Act of 2003, each web site operated by a CSU campus must conspicuously post a privacy policy on that web site. 

A privacy policy is considered conspicuously posted on a web site when: 

· The privacy policy appears on the homepage of the web site.
· The privacy policy is directly linked to the homepage via an icon that contains the word “privacy,” and such icon appears in a color different from the background of the homepage.
· The privacy policy is linked to the homepage via a hypertext link that contains the word “privacy,” is written in capital letters equal to or greater in size than the surrounding text, is written in a type, font, or color that contrasts with the surrounding text of the same size, or is otherwise distinguishable from surrounding text on the homepage.

At a minimum, each privacy policy must contain at least the following features: 

· A list of the categories of personally identifiable information the operator collects.
· A list of the categories of third parties with whom the operator may share such personally identifiable information.
· A description of the process (if any) by which the user can review and request changes to his or her personally identifiable information collected by the operator.
· A description of the process by which the operator notifies users of material changes to the operator’s privacy policy.
· The effective date of the privacy policy.

10.0
Security Awareness and Training
10.1
Content
Each campus’ information security awareness and training program must include, but is not limited to:

· All appropriate CSU and campus information security policies and standards.
· Significant campus information security controls or processes.

· User responsibilities and required actions.
· The secure use of campus information systems, data, and network resources (e.g., log-on procedures, allowed protocols).
· Likely security threats to campus information systems, data and network resources.
· CSU and the campus’ legal and regulatory responsibilities for protecting information systems, data and network resources.
· Information security best practices (e.g., how to construct a good password, how to prevent computer viruses).
10.2
Awareness and Training Activities

Each campus’ ISO and/or other managers designated by the campus president, will be responsible for developing and coordinating the campus’ information security awareness and training program. At a minimum, each campus’ program must include:

· Annual review with a refresh of content if necessary.

· Yearly acceptable use awareness activity for students.
· Information security awareness training for new employees within a timeframe established by each campus.
·  Basic information security awareness refresher for all campus employees who interact with campus information systems, data, or network resources occurring at least every two years.
· Advanced information security training for privileged users (e.g., system and security administrators) who interact with information systems containing protected data occurring at least every two years.
· Advanced information security training for the ISO and other managers who are responsible for developing and coordinating the campus’ information security program and controls occurring at least every two years.
Ongoing security awareness outreach for all persons who use or access the campus’ information systems, data, or network resources. Information security awareness and training activities must be recorded and available for audit.
11.0
Third Party Services Security
11.1
Third Party Users of CSU Resources 

The campus president must ensure that all users of campus information technology services have an established relationship which is consistent with the type and sensitivity of resources being used. 

Examples: 

1.
Users of a public kiosk have an informal relationship defined by the placement of the kiosk with certain capabilities in a public space.

2.
Users of CSU resources to contact alumni for fundraising have a relationship established by their participation in a group conducting the fundraising and that group’s relationship to the CSU campus.

All users accessing protected information must have a documented relationship with the associated CSU campus.

11.2
Contracted Relationships

Descriptions or Statements of Work must: 

· Clearly state the security requirements for the vendors to ensure that their work is consistent with the CSU security policy and standards.

· Require the compliance with the CSU security policy and standards. Exceptions may only be granted by the campus president and must be reported to the Senior Director for Information Security Management.
· Include a clear description of the scope of services provided under the contract or purchase order.
· Clearly identify any and all types of protected data to be exchanged and managed by the vendor.
· Identify incident reporting requirements.
· Require immediate notification of any security breaches associated with protected information.
· Require notification within three days of any security breaches associated with all other information.
· Make provisions for CSU to have the ability to inspect and review vendor operations for potential risks to CSU operations or data. 

Where practical, CSU contracting office must develop and incorporate common language addressing this standard into contract templates.
12.0
Information Technology Security

12.1
Network Controls Management 
Each CSU campus must develop and maintain documentation on its network structure and configuration. At a minimum, the following information must be included:

· IP address management

· Static IP addresses assignments

· Dynamic address server (i.e., DHCP) settings showing: 

· Range of IP addresses assigned 
· Subnet mask, default gateway, DNS server settings, WINS server settings assigned 

· Lease duration time 

· Network topology information containing: 
· The locations and IP addresses of all segments, subnets, and VLANs. 
· Identification of any established security zones on the network and devices that control access between them.
· The locations of every network drop and the associated switch and port on the switch supplying that connection. 

· All subnets on the network and their relationships including the range of IP addresses on all subnets and netmask information. 

· All wide area network (WAN) or metropolitan area network (MAN) information including network devices connecting them and IP addresses of connecting devices. A summary representation (e.g., drawing) of the logical design appropriate for managerial discussions.
· Configuration information on at least the following network devices: 

· Switches 

· Routers 

· Firewalls 

· Configuration should include but not be limited to: 

· IP address 
· Netmask 

· Default gateway 

· DNS server IP addresses for primary and secondary DNS servers
· Any relevant WINS server information
· Network connection information including: 

· Type of connection to the Internet or other WAN/MAN, including T1,T3, and frame relay. 

· Provider of Internet/WAN/MAN connection and contact information for sales and support. 

· Configuration information including netmask, network ID, and gateway. 

· Physical location of where the cabling enters the campus and circuit number. 

Each campus may determine its specific methods for documentation using any combination of online network tools, databases, or hard copies; however, the resulting information must be in a form and format which is available for audit and review. Each campus must establish a method for self-review of network documentation such that each element is reviewed for accuracy and completeness at least once a year.
12.2
Remote Access 

All remote access (wired or wireless) to non-public campus information systems, data, and network resources must be authenticated and authorized. 

All remote access (wired or wireless) to non-public campus information systems, data, or network resources must pass through a campus-approved access control device (e.g., a firewall or access server). 
All campus access control devices that allow remote access to non-public campus information systems, data or network resources must be capable of tracking and logging user activity consistent with documented campus procedures and processes for logging. All remote access to non-public campus information systems, data, and resources must be a secure encrypted protocol requiring unique user authentication such as a virtual private network (VPN). 

Remote access to non-public CSU-shared resources (e.g., CMS) must, at a minimum, meet the same access criteria describe above for campus information systems and data. 
Campuses must identify and communicate approved user practices for remote connections. 
Campuses must identify and communicate approved methods and protocols for remote access.

Campuses must identify and communicate a process for user reporting of suspected compromise of their remote device.

Campuses mechanisms for remote access must include an appropriate method for terminating inactive or inappropriate remote connections. 
12.3
Mobile Device Management
Each campus must maintain an inventory of authorized mobile devices which may contain protected data.

Campuses must provide a method for encrypting Level 1 protected data on authorized mobile devices.

Campuses must identify and communicate approved user practices for mobile device security.

As determined necessary by risk assessment, campus-provided mobile devices must be protected with appropriate security controls. Appropriate security controls can include, but are not limited to: access control, encryption, strong passwords, anti-virus software, and/or personal firewall.

Level 1 protected data must not be stored on a mobile device unless it is encrypted. 

Campuses must identify and communicate a process for user reporting if they determine or suspect that their campus provided mobile device or a non-campus-provided (i.e., personal) mobile device which enables access to non-public campus information systems, data or network resources has been lost, stolen, or compromised.

12.4
Boundary Protection and Isolation
Each campus’ networks must be protected at all ingress and egress points by a device(s) which only permits authorized inbound and outbound traffic; all other traffic must be blocked. Campus Internet reachable information systems (i.e., web servers) must be deployed in a demilitarized zone (DMZ) that controls both ingress and egress from the Internet. A network access control device must be placed between any DMZ and a campus’ internal network.
Campuses must establish zoning or separation within its internal networks based on established trust relationships, authorized services, and data classification.

All unnecessary services (e.g., web server, SNMP) on any campus border device must be disabled. All management connections across a network to campus border devices must be encrypted and authenticated. Direct management connections (i.e., console connections) do not need to be encrypted. Each campus must develop and implement controls to filter and limit unsolicited e-mails (e.g., spam).

Each campus must have a formal, documented process for approving and testing configuration changes to its network and network control devices. Each campus must have formal, documented network configurations that define all open ports and services. All allowed services must have documented justification. Any risky protocols allowed (e.g., FTP or telnet) by a campus border device must be justified and documented. Border device configurations and rule sets must be reviewed and revised, as necessary, at least annually.
12.5
Malicious Software Protection 

All campus information systems commonly affected by malicious software must have current versions of campus approved anti-virus software installed on them. Such software must be capable of detecting, removing, and protecting against malicious software including spyware and adware.

Such software must scan all data in “real time”, including data, which is both stored and received by the information system. Such scanning must take place before data files are opened and before software is executed. The software must be capable of tracking and reporting significant actions taken by the software. 
Anti-virus software and signatures must be regularly updated. 
Campuses must identify hardening guidelines for critical servers.
12.6
Logging Elements 

Each campus must identify and implement appropriate logging and monitoring controls for its information systems, data, and network resources. These controls must take into consideration the technical capabilites of each resource. At a minimum and as appropriate, such controls must track and log the following events: 
· Actions taken by any individual with root or administrative privileges

· Changes to system configuration

· Access to audit trails

· Invalid logical access attempts

· Use of identification and authentication mechanisms

· Alarms raised by an access control system

· Activation and de-activation of controls, such as anti-virus software or intrusion detection system.

· Changes to, or attempts to change system security settings or controls

For each of the above events, the following must be recorded, as appropriate:

· User identification

· Type of event

· Date and time

· Success or failure indication

· Data accessed

· Program or utility used

· Origination of event (i.e., network address)

· Protocol

· Identity or name of affected data, information system or network resource
Each campus must establish procedures for the retention of log and monitoring information which must be consistent with any CSU data retention schedules and must take into consideration cost-effectiveness. 

Each campus must establish methods for time synchronization of logging and monitoring activities.

12.7
Intrusion Detection and Prevention
<<Placeholder for May ISO meeting discussions>> 

12.8
Secured Infrastructure

Public network jacks or wireless access points (WAP) at campuses must be isolated from internal campus information systems, data and network resources. Network jacks or WAPS that provide access to non-public campus information systems, data, network resources, segments or VLANs must not be made physically available in public areas of campuses
13.0
Configuration Management and Change Control
13.1
Change Control 
Changes to campus information systems, data, and network resources must be made in accordance with a formal, documented change control process. The process must include:

· Identification of a change control authority which may be vested in either individuals or groups as appropriate.
· Identification and documentation of significant changes.
· Assessment of the potential impact, including security implications, of significant changes.
· Methods for scheduling and appropriate notification of significant changes

· Methods for notification of any changes to critical systems
· Ability to terminate and recover from unsuccessful changes.
· Testing procedures to ensure the change is functioning as intended.
· Communication of completed change details to all appropriate persons.
· The updating of all appropriate system documentation upon the completion of a significant change.
Significant changes made to a common or shared CSU information system, data, or network resource (e.g., CMS) must be appropriately reviewed and approved by a centralized CSU change control oversight group.

Significant changes made to a campus-specific information system, data, or network resource must be appropriately reviewed and approved by by the designated change control authority. Campuses must establish and document a method for change management to manage changes to campus information systems, data, and network resources. While each campus may identify its own methods, an example follows:
	
	Low Impact Changes
	Medium Impact Changes
	High Impact Changes

	Description of Change
	A change intended to repair a fault in an information system or network resource. 

Such changes can include either the hardware or software components of information systems and network resources.
	A change intended to update or upgrade an information system or network resource. 

Such changes can include major patches or significant changes to system configuration to meet a new policy, security guideline, or campus requirement.

Such changes can include either the hardware or software components of information systems and network resources.
	A change which will result in major changes to an information system or network resource.

Such changes can include implementing new functions or replacing entire systems.

Such changes can include either the hardware or software components of information systems and network resources.

	Pre-change Requirements
	A change plan, including back-out procedures, must be developed and approved.
	A formal risk assessment must be conducted on the change.

A change plan, including back-out procedures, must be developed and approved.
	A formal risk assessment must be conducted on the change.

A change plan, including back-out procedures, must be developed and approved.

Information systems or network resources that are being changed must be fully backed up. 

	Approval Required
	· System owner 

· IT manager


	· System owner

· IT manager

· ISO 

· Change control group
	· System owner 

· IT manager
· ISO 

· Change control group

	Post-change Requirements
	After the change is made, appropriate information system or network resource documentation, operations processes, and configuration documentation must be updated.
	After the change is made, appropriate information system or network resource documentation, operations processes and configuration documentation must be updated.

Change results must be logged and reported to change control group. 
	After the change is made, appropriate information system or network resource documentation, operations processes, and configuration documentation must be updated.

Change results must be logged and reported to change control group.


13.2
Resource Inventory Management
Each campus must develop and maintain an inventory of information systems. At a minimum, the inventory must include:

· System name

· Operating system and version

· Applications
· Installed patches (both OS and application)

· Administrator(s)

Each campus may determine its specific methods for creating and maintaining the inventory. The inventory may exist among multiple reports, data stores, or tools; however, the resulting information must be in a form and format which is available for audit and review.
13.3
Patch Management
Each campus must develop and maintain procedures and processes for the routine identification, evaluation, and application of software patches. These procedures and processes must include:

· Methods for checking with vendors and other resources for available patches.
· Methods for testing and evaluating available patches.
· Methods for making a recommendation to apply a patch. If the recommendation is not to install a patch (particularly a security related patch), then the rationale must be documented and reviewed by the campus ISO for inclusion in the campus risk management process.
· A nominal timeline for the patching process.
14.0
Access Control

14.1
User Account Credentials Management

Unless otherwise authorized, all users of campus’ information systems, data, or network resources, must be identified with a unique credential that establishes identity. This unique credential must not be shared with others. Users are responsible for all actions performed under the context of their identity. In addition to unique identification, all users of campus’ information systems, data, or network resources, must be required to use at least one factor of authentication (i.e., token, password or biometric devices).

Campuses must establish criteria for disabling inactive user accounts on campus information systems or network resources. The period of acceptable inactivity must be based upon the results of a risk assessment. 

All “guest” or generic accounts on campus’ information systems or network resources must be disabled or removed unless specifically authorized based upon the results of a risk assessment.
Campuses must establish criteria for disabling user accounts on campus’ information systems or network resources after successive failed logon attempts. 
Campuses must establish processes for reabling or resetting user accounts once they have been disabled. User identity must be appropriately verified prior to re-enabling or resetting user accounts. If automated, these processes must take into consideration the lockout time based on potential risk.
Administrators of campus’ information systems and network resources must have individual user accounts on the information systems and network resources they administer or use utilities such as “sudo” or “Run As” to perform system administration tasks. Administrator accounts must not be used for non-administrative uses (e.g., browsing the web while logged in as administrator). 
Unless specifically authorized, workstation administrator accounts should not be used for non-adminstrative uses.
14.1.1
Access Documentation 

Access to campus information systems, data, or network resources must include formal, documented (manually or electronically) approval before access or privileges are granted. 
All changes to user accounts (i.e., account termination, creation, and changes to account privileges) on campus information systems or network resources (except for password resets) must be approved by appropriate campus personnel. Such approval must be formally documented.
14.2
Password Management

Campuses must identify and communicate acceptable password criteria. The criteria may vary by system or application at the campus’ discretion based upon a risk assessment. A sample criteria for strong passwords follows:

Strong passwords are at least seven (7) characters in length and require the use of two out of four of the following:
· Capital letters

· Lower case letters

· Numbers

· Special characters

Campuses must identify and communicate a password change schedule. The schedule may vary by system or application at the campus’ discretion based upon a risk assessment. A sample schedule follows:

Passwords on campus’ information systems must be changed every 90 days. Password reuse must be restricted to no more than once every four (4) uses. First-time passwords (e.g., passwords assigned by IT administrators upon account creation or during password resets) must be set to a unique value per user and changed immediately after first use.
Campus information systems and network resources must not display, transmit, or store passwords in clear text.
14.3
Encryption 
When encryption is used to protect campus information systems, data, or network resources, the following minimum requirements must be met: 

· Strong cryptography such as Triple-DES or AES must be used.
· Cryptographic strength of any encryption used must not be less than 128-bits.
· Formal procedures and responsibilities for key management must be established. The procedures must address key rotation, key storage, key selection, key escrow, and key handling. 

14.4
User Privilege Authorization and Management
14.4.1
Access Authorization

Appropriate campus managers, data stewards, and/or their designated delegates, must define and approve user access to campus information systems, protected data, and network resources. Such authorizations must be tracked and logged following campus defined processes and should include information such as:
· Date and time of authorization

· Identification of person providing the authorization

· Brief description of access privileges granted

· Brief description of why access privileges granted

14.4.2
Access Establishment 

· Authentication controls must be implemented for campus information systems, protected data, and network resources. . Such campus defined controls should take into consideration as appropriate: *Validating user identity prior to granting access to system resources or data. 
· Uniquely identifying users and their corresponding logical access privileges. 
· Denying all logical access rights until rights are formally assigned. 

· Detecting and warning about repeated failed access attempts.

· Allowing logical access rights to be promptly modified or revoked.

· Allowing authentication credentials to be regularly changed.

14.4.3
Access Modification 

At least annually, appropriate campus managers, data stewards, and/or their designated delegates must review and verify user access rights to campus information systems, protected data, and network resources. Such rights must be revised as necessary. All such revisions must be tracked and logged following campus defined processes and should include information such as:
· Date and time of revision

· Identification of person performing the revision

· Brief description of revision

· Brief description of why revision was made 

15.0
Asset Management 
15.1
Data Classification

Data stored on campus hardware or media (both paper and electronic) must be classified per CSU’s data classification system. The minimum classification levels are defined in the following table. Campuses may develop additional local categories, but they must not contradict the system-wide set.

Campuses may elect to move or add data elements from one classification level to another classification level with higher protection requirements, but never to a classification level with lower protection requirements. That is, a data element classified as Level 2 can be moved to a Level 1 classification but it cannot be moved to a Level 3 classification. 
	Classification
	Description 
	Examples

	Level 1
Confidential
	Confidential Information is information maintained by the University that is exempt from disclosure under the provisions of the California Public Records Act or other applicable state or federal laws. 

Confidential information is information whose unauthorized use, access, disclosure, acquisition, modification, loss, or deletion could result is severe damage to the CSU, its students, employees, or customers. Financial loss, damage to the CUS’s reputation, and legal action could occur. Level 1 information is intended solely for use within the CSU and limited to those with a “business need-to know.” Statues, regulations, other legal obligations or mandates protect much of this information. Disclosure of Level 1 information to persons  outside of the University is governed by specific standards and controls designed to protect the information. 


	· Passwords or credentials

· PINs (Personal Identification Numbers)
· Birth date combined with last four of SSN and name

· Credit card numbers with cardholder name

· Tax ID with name

· Driver’s license number, state identification card, and other forms of national or international identification (such as passports, visas, etc.) in combination with name

· Social Security number and name

· Medical records related to an individual

· Psychological Counseling records related to an individual
· Bank account or debt card information

· Vulnerability/security information related to a campus or system

	Level 2
Internal Use
	Internal use information is information which must be protected due to proprietary, ethical or privacy considerations. Although not specifically protected by statute, regulations, or other legal obligations or mandates, unauthorized use, access, disclosure, acquisition, modification, loss or deletion of information at this level could cause financial loss, damage to the CSU’s reputation, violate an individual’s privacy rights or legal action could occur.
	Identity Validation Keys
· Birth date (full: mm-dd-yy)

· Birth date (partial: mm-dd only)

· Mother’s maiden name

Student Information

· Educational records (Excludes directory information)

· Grades
· Courses taken

· Schedule

· Test Scores

· Advising records

· Educational services received

· Disciplinary actions

· Non-directory student information may not be released except under certain prescribed conditions

Employee Information 

· Employee net salary
· Employment history

· Home address

· Personal telephone numbers

· Personal email address

· Parents and other family members names

· Payment History
· Employee evaluations
· Background investigations
· Biometric information
· Electronic or digitized signatures
· Private key (digital certificate)
· Birthplace (City, State, Country)

· Ethnicity

· Gender

· Marital Status

· Personal characteristics

· Physical description

· Photograph

Other

· Linking a person with the specific subject about which the library user has requested information or materials. 

· Legal investigations conducted by the University.
· Sealed bids

· Trade secrets or intellectual property such as research activities

· Location of assets

	Level 3
Public
	This is information that is generally regarded as publicly available. Information at this level is either explicitly defined as public information or intended to be available to individuals both on and off campus or not specifically classified elsewhere in this standard. Knowledge of this information does not expose the CSU to financial loss or jeopardize the security of CSU’s information assets. Level 3 information may be subject to appropriate campus review or disclosure procedures to mitigate potential risks of inappropriate disclosure.
	Campus Identification Keys
· Campus identification number

User ID (do not list in a public or a large aggregate list , protection of SPAM, where it is not the same as the student email address) 
Student Information

· Educational directory information (FERPA)

· Employee Information

· Employee Title

· Employee public email address 

· Employee work location and telephone number

· Employing department

· Employee classification

· Employee gross salary

· Name (first, middle, last) (except when associated with protected information)

· Financial budget information

· Signature (non-electronic)


The Senior Director of Information Systems (SDIS), within the Office of the Chancellor, must establish a process for the review and maintenance of the data classification. 

The SDIS must review the classification standard on an annual basis.

The SDIS must determine what data will be designate Level 1 data and must identify appropriate minimum controls.

Each data owner must determine the classification of their data following the standards provided. If additional guidance is needed, then the campus ISO should be consulted.

Each data owner must establish a method to approve the use of their data. A data owner may declare their data available for general use.

Aggregates of data must be classified based upon the most secure classification level. That is, when data of mixed classification exist in the same file, document, report or memorandum, the classification of that file, document, report or memorandum should be of the highest applicable level of classification.

15.2
Data Handling 

Data stored on campus hardware or media must be appropriately labeled and protected according to its classification. 
When protected data is electronically sent, it must be sent via a method that uses strong encryption. 
When Protected Level 2 data is electronically sent, it shoud be protected using approved campus processes.

Each campus must identify which applications and systems contain or have access to protected Level 1 or Leve 2 data.
15.3
Data Retention

With the passage of time, data stored on campus hardware or media (electronic or paper) may no longer be required for organizational purposes. As appropriate, the storage of data must be kept to the minimum necessary. 
All data on campus hardware or media (electronic or paper) must be retained per CSU Executive Order 1031.
15.4
Data Disposal

Campus electronic and non-electronic media and hardware which contains protected data no longer required for legitimate organizational purposes, must be disposed of. The following disposal methods must be used:

· Non-electronic media must be cross-cut shredded, incinerated, or pulped.

· Electronic media must be purged, degaussed, shredded, or otherwise physically destroyed so that the protected data cannot be reconstructed. If a data deletion program is used, it must write random data for at least on complete pass across the entire media.
· Campus back-up (i.e., tape, optical) media must be physically destroyed or degaussed.
Campuses must track the disposal of equipment which may have contained protected data. At a minimum, such tracking identify:

· Date and time of disposal

· Brief description of items being disposed of

· Name and title of person(s) performing the disposal 
16.0
Management of Information Systems
16.1
Development Management
Each campus must have a formal, documented process for developing and procuring applications and information systems. The process must ensure that sufficient risk-based information security controls are built into applications and information systems developed or procured by a campus. The process must include, but is not limited to:
· A needs assessment and justification for development or procurement.
· Definition of requirements for functionality, performance, reliability, interoperability with other information systems, security, and recovery prior to start of development or procurement.

· Identification of security risks, development of associated security controls, and documentation of resulting residual risk.
· A clear separation of duties between development, test, and production environments.
· Use of secure coding guidelines (e.g., OWASP , SCARE, SPSMM).
· Appropriate change control.

Campuses must conduct appropriate testing of all developed or procured applications and information systems before deployment in a production environment. Such applications and information systems must be appropriately documented prior to deployment in a production environment.
As determined necessary by risk assessment, application code created by a campus must be appropriately reviewed before being used in a production environment.

16.2
Web Application Coding 

Web software applications created by campuses must be developed per secure coding guidelines such as the Open Web Application Security Project (OWASP) guidelines. Before being placed into a campus production environment, such applications must be reviewed and tested to help prevent the following vulnerabilities:

Un-validated input

· Inadequate access control 

· Inadequate authentication and session management 

· Cross-site scripting (XSS) attacks

· Buffer overflows

· Injection flaws 

· Improper error handling

· Insecure storage

· Denial of service

· Insecure configuration management
16.3
Database Coding 

<<Placeholder for May ISO meeting discussions>> 

16.4
Life Cycle Management

Each campus must develop and maintain appropriate procedures and processes for the acquisition, upgrade, and maintenance of information systems. At a minimum, these procedures and processes must consider including methods for:

· Determination of the classification of data being processed.

· Determination of user access being provided.

· Identification, coordination, and approval of security requirements.

· Protection of campus data during development and test.

· Documentation and validation of security controls.

· Secure transition to operations to include backout planning.

· Routine inspection to ensure the configuration integrity of the operational environment.

· Secure disposition and disposal of information systems and data at their end of life.

Each campus must develop and communicate appropriate processes for testing of information systems and applications prior transition to operations. In particular, these processes should address compensating controls required to mitigate the specific risks of a test environment.

17.0
Information Security Incident Management
17.1
Evidence Collection and Handling

Each campus must develop and maintain procedures and processes for evidence handling in support of incident handling. At a minimum, the campus must address their access to forensic resources (either internal or through external arrangments) and their criteria for contacting law enforcement. 
If a campus chooses to maintain its own foresic capability, the campus must develop and maintain procedures and processes for: 

· A method for labeling all items to include:

· Date/time collected
· Name and contact information for collection agent

· Location of collection

· Unique identification scheme

· Detailed description of the item

· A method for logging all evidence collected

· Identification of a secure location for evidence storage

· A method for tracing evidence custody to include at a minimum the following information:

· Date/time evidence removed from storage

· Date/time evidence returned to storage

· Name/contact information of handler

· Disposition of evidence (e.g., forensic exam or court) 

17.2
Reporting
Each campus must formally define a point of contact (POC) for information security incident reporting. A campus’ POC can be an individual (i.e., ISO) or an organization [i.e., Information Technology Help Desk or Computer Security Incident Response Team (CSIRT)]. A formal, centralized method (i.e., email or phone number) for reporting information security incidents to campus POCs must be provided to users. 
Each campus must develop appropriate procedures and processs for investigating and documenting information security events and incidents. 
Each campus must identify and communicate means for users and third parties to report suspected incidents. This information must be part of routine security awareness activities.

Each campus must inform the Chancellor’s Office of any security incidents requiring notification of users (i.e., violations of California information privacy laws). The notification process must include the following steps:

· The campus ISO must contact the Office of the Chancellor and ITS.
· The campus president must contact the Chancellor.
· A description of the incident must be sent to the The Senior Director of Information Systems (SDIS).

· If the incident will be made public, then the campus must:

· Prepare a press release

· Send the press release to the SDIS who will forward it to the ISO/ITAC

· Document lessons learnt of the incident so the Sr. Director information security could share with ISO/CSIRT.
Each campus’ POC must implement feedback processes to ensure that those reporting information security incidents are appropriately acknowledged. 

18.0
Physical Security 
18.1
Security Zones 

Each campus must regularly review all of its physical areas and identify them per the table below. 
	Zone
	Brief Description
	Necessary Controls

	Public
	No critical systems are located in the area.
	None. Access to this area can be unrestricted.

	Shared Access
	An area containing at least one critical system. Persons in the area of the system includes those who do not have authorization to the system or the information it contains. 
	Appropriate physical access controls and construction must be implemented to restrict access from the public area to the Campus Limited Access Area. Access to the Campus Limited Access Area must be limited to only persons having a need for specific access in order to accomplish a legitimate task. 

	Campus Limited Access Area
	An area containing at least one critical system (usually multiple). Persons accessing the area are limited to those who have authorization to the system or the information it contains. All others are restricted.
	Appropriate physical access controls and construction must be implemented that limit access to the area to only persons having a need for specific access in order to accomplish a legitimate task. The controls must enforce the principles of need to know and least possible privilege. 

All physical access to such areas must be tracked and logged. At a minimum, such tracking and logging must provide:

· Date and time of access

· User ID performing access 

Visitors to such areas must sign a visitor’s log prior to being granted physical access. The log must document the visitor’s name, the authorizing employee, and the date and time for ingress and egress. 


18.2
Work Area Security 
Campuses must establish and communicate user guidelines for securing protected data in work areas.  The guidelines must address:

· Leaving protecte data unattended.
· Limiting the viewing of protected data unauthorized users.

· Time based application or system locking.
19.0
Business Continuity and Disaster Recovery

TBD
20.0
Legal and Regulatory Compliance

20.1
PCI

TBD
20.2
HIPAA
TBD
Appendix A – Initial List of Standards
This section identifies the initial list of proposed standards and their original objectives. Its contents are not planned to be updated.
This list is intended to be used as a working aide during the standards development and will be deleted as the standards are finalized.
	Security Policy Topic
	Potential Standards
	Objective

	Information Security Roles & Responsibilities
	Description of Duties for:

Campus President

Campus Information Technology Adminstrator

Information Security Officer 
	Describe the minimum expectations for each of these roles in support or the CSU Information Security program.

	Risk Management
	Risk Assessment
	Identification of the minimum elements required for review.

	
	Risk Management
	Identification of the minimum process required for the review and the process for a campus president to delegate his/her risk acceptance authority.

	Acceptable Use
	Login Warning Banners
	Identify wording for login banners.

	Personnel Security
	Termination and Position Change

Personnel Vetting
	May already be sufficiently covered by existing HR materials.

	Privacy
	Web Site Privacy
	Identify minimum common language for web site privacy notification.

	Security Awareness and Training
	Content
	Identify the minimum content for security training.

	
	Awareness and Training Activities 
	Identify who needs training and how often is should be received.

	Third Party Services Security
	Third Party Use of CSU Resources

Contracted Relationships
	Creation of a common approach for defining and managing relationships.


	Security Policy Topic
	Potential Standards
	Objective

	Information Technology Security
	Approved Products List (APL)
	Create a framework and a process for the identification and/or selection of security products. 
The products could be "approved" because they are known to meet the minimum technical requirements or because the CSU has established preferred pricing.
Candidate product areas: encryption, firewalls, intrusion detection, virus scanning
** Selection of actual products are not part of the standards work.

	
	Network Controls Management
	Indentify the minimum documentation of equipment inventory, network documentation, and identification of technical controls.

	
	Remote Access 
	Identify minimum features, capabilities, and configurations for remote access to CSU resources.

	
	Mobile Device Management
	Identify the minimum processes for the control of mobile devices accessing CSU resources.

	
	Boundary Protection and Isolation
	Identify minimum features, capabilities, and policies to be enforced.

	
	Malicious Software Protection
	Identify minimum features, capabilities and configurations.

	
	Wireless Access Points
	Identify minimum features, capabilities and configurations.

	
	Logging Elements
	Identify the minimum set of elements which should be recorded to support investigations and troubleshooting.


	Security Policy Topic
	Potential Standards
	Objective

	Configuration Management and Change Control
	Change Management 
	Identify the minimum process required for the creation, test, approval, and implementation of a change to the technical baseline (i.e. hardware or software modifications).

	
	Baseline Management
	 Indentify the minimum process for tracking software and hardware and software and making sure they are kept current.

	Access Control
	User Account Credentials Management 
	Minimum processes for the control of user credentials to include items such as account expiration, credential sharing, number of invalid login attempts. 

	
	Password Management
	Minimum characteristics for passwords to include length, composition, and change schedule 

	
	Encryption
	Minimum guidance for encryption of protected data.

	
	User Privilege Authorization and Management
	Minimum processes for the control of user access to include items such as authorization, revalidation, and revocation. 

	Asset Management
	Data Classification
	Categorization of protected information.
Will be based on the previous ISO work.

	
	Data Handling
	Identify the minimum protections for handling protected data.

	
	Data Retention
	Identify the minimum process for maintaining data.

	
	Data Disposal
	Identify the minimum process or technology for the disposal of excess data and its associated media.

	
	Clean Desk
	Identify the minimum process for desk area "housekeeping"; especially for areas containing protected data.

	Management of Information Systems
	Development Management
	Identify minimum coding standards, project management processes, and project acceptance processes.

	
	Web Application Coding
	Identify minimum coding requirements; especially for Internet facing servers

	
	Life Cycle Management
	Identify the minimum processes associated with technology refresh and decommissioning.


	Security Policy Topic
	Potential Standards
	Objective

	Information Security Incident Management
	Evidence Collection
	Identify the minimum process and techniques required.

	
	Reporting
	Identify the minimum elements for an incident response reporting requirements.

	Physical Security
	Security Zones
	Define different protection zones and their associated controls.

	
	Secured Entrance

	Identify the minimum entrance controls based on data protection levels.
Need to keep in mind that CSU is a public institution.

	
	Secured Infrastructure

	Identify the minimum controls for critical infrastructure areas to include network closets, ports, etc.

	
	Viewing Controls
	Identify screen lock time outs and proper screen positioning to minimize shoulder surfing.

	
	Data Center Access
	Identify the minimum process for controlling access to data centers.

	Business Continuity and Disaster Recovery
	(See Applicable EO)
	 

	Legal and Regulatory Compliance
	PCI
	 TBD

	
	HIPAA
	 TBD



_1267352027.vsd
STEP 1
SYSTEM CHARACTERIZATION


STEP 2
THREAT IDENTIFICATION


STEP 3
VULNERABILITY IDENTIFICATION


STEP 4
CONTROL ANALYSIS


STEP 5
LIKELIHOOD DETERMINATION


STEP 6
IMPACT ANALYSIS


STEP 7
RISK DETERMINATION


STEP 8
CONTROL RECOMMENDATIONS


STEP 9
RESULTS DOCUMENTATION


Hardware
Software
System Interfaces
Data and Information
People
System Mission


History of system attack
Data from other (outside) sources


Reports from prior risk assessments
Any audit comments
Security requirements
Security test results
Data from other sources (e.g., SANS)


Current Controls
Planned Controls


Threat-source motivation
Threat capability
Nature of vulnerability
Current controls


Mission impact analysis
Asset criticality assessment
Data criticality
Data sensitivity


Likelihood of threat exploitation
Magnitude of impact
Adequacy of planned or current controls


System Boundary
System Functions
System and Data Criticality
System and Data Sensitivity


Threat Statement


List of Potential Vulnerabilities


List of Current and Planned Controls


Likelihood Rating


Impact Rating


Risks and Associated Risk Levels


Recommended Controls


Risk Assessment Report


INPUT RISK


ASSESSMENT ACTIVITIES


OUTPUT



