Update: Campus E-mail / Spam – November 2006
What Happened
A very large bot-net based spam attack, overwhelming the campus spam filtering servers, which affected delivery of e-mail from off campus.
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Consequences

Delays - For several days, some e-mail originating from off campus was delayed. Delays were very inconsistent – much of the e-mail was processed quickly but because the filtering servers were not able to the handle the load evenly, in the worst case some e-mail was delayed up to 12 hours. There were very few complaints to either help desk about this.
Increased Spam – Most users noticed significantly more spam in their e-mail In Box (as well as in their Spam folder). There were a number of complaints about this.
Blacklisted – One ISP blacklisted our site because of the massive amount of e-mail forwarded to their servers from our users who had forwarding set. One complaint.
Response
Within two days of realizing that the spam attack was beginning to disrupt mail delivery, we re-purposed eight desktop computers as additional e-mail filtering servers. Over the next three days we completely eliminated the delivery delays, but, as a consequence of the new servers needing to learn to identify spam, more spam was delivered to In Boxes.

Where Are We Now

Currently we have no e-mail delays, despite the fact that the spam attack continues. Users continue to see more spam in their In Boxes primarily because of new tactics used by the spammers to get around the spam filters. Blacklist removed by the ISP.
Next Steps

1. With approval, we want to quit forwarding spam (for users who have forwarding set).
2. With approval, we want to lower the spam score to catch more spam. It appears that lowering the spam score from five to four would have identified 175,000 more e-mails as spam during the past month. Down-side is some additional “good” mail will be identified as spam.

3. Install two new robust filtering servers (in process).

4. Test and install a spam filtering add-in that will identify spam within images and thus improve catch rate.

5. Review third-party spam filtering appliances.
