
 

SERVICE LEVEL AGREEMENT 

Co-Host and Co-Location 

Effective December 11, 2019 
 

 
I.  GENERAL OVERVIEW  

This is a Service Level Agreement (SLA) between Enterprise Systems Group (ESYS) and 

Department (the Department). This SLA defines: 

• the services ESYS provides to the Department;  

• the roles and responsibilities of ESYS as a provider of these services and of the 

Department receiving these services; 

• the general levels of response, availability, and maintenance associated with these 

services; and 

• the process to request services. 

This SLA shall remain valid until amended or terminated.  

 

II. ASSUMPTIONS  

A. Services, access to services, and accountability measures provided by ESYS are clearly 

documented in this SLA and in the IT Service Catalog.  The IT Service Catalog is continually 

updated with additional service information regarding what services are offered, how to obtain 

services, how to seek assistance for services, and the cost for services.   

B. Outages to services are communicated and documented to departments via the Change 

Management process and the Technotice email distribution group.   

C. Services are provided and hosting fees calculated in relation to campus policies, processes and 

procedures.   

 

III. ROLES  

Principal Officers: 

ESYS management level responsibility for the IT infrastructure and services covered by this SLA is 

as follows: 

Director, Computing and Communications Services 

Manager, Enterprise Systems 
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Department’s Designated Contact Person(s): 

 

The Department agrees to identify a primary and secondary Designated Contact Person (DCP). 

The primary DCP will serve as the first contact for the delivery and conduct of ESYS’ support 

services.  The secondary DCP will be fully authorized to assume this role in the absence of the 

primary DCP. The DCP collaborates with ESYS regarding priorities, requirements, scheduling, 

payments, and disseminating information to appropriate staff.  Primary and secondary DCPs will 

also provide and update contact information to ESYS should any change occur.  ESYS utilizes the 

campus Technotice for communication such as planned maintenance and low-to-medium priority 

campus announcements.  It is advised that primary and secondary DCPs enroll in the Technotice 

distribution list. Contact IT Support Service at itss@csuchico.edu or 530-898-5347 to request 

membership to this distribution list or refer to the Glossary of Terms below for more information. 

 

IV. RESPONSIBILITIES  

A. ESYS Co-Location and Co-Hosted responsibilities include: 

1. Installation:  Where applicable, ESYS will rack Department physical server(s), run 

network cables, and connect to the campus network as a part of the hosting fee.  ESYS 

will provide remote Keyboard, Video, and Mouse (KVM) access remotely and in the 

datacenter as needed. 

2. Availability:  Availability (up-time) on Department’s server is measured over the 

course of the year.  A target of 99.95% translates to less than five hours downtime 

annually.  Downtime that does not count against availability includes but is not limited 

to; system and service maintenance, downtime caused by Department-initiated 

updates, Department application issues, or by power outages beyond our control. The 

annual uptime report is available upon request by Department. 

3. Environmental and Powering Monitoring:  ESYS provides environmental 

monitoring of the Data Center and is responsible for environmental elements such as 

temperature and emergency backup power.  Backup power is provided by a battery-

based Universal Power Supply (UPS) which is designed to provide short-term power 

during power outages.  Power for longer-term outages is provided by a stand-by 

generator dedicated to the Data Center. 

4. Physical Security and Access:  All server and storage infrastructure is located in a 

secure Data Center with both physical and electronic security.  Facilities are alarmed 

and monitored after business hours by University Police.  Where applicable, 

Department will have physical access to their server(s) based on need and by 

appointment only. ESYS retains physical and virtual access and administration of the 

server. 

mailto:itss@csuchico.edu


Service Level Agreement (SLA)                                        Enterprise Systems 

   Page 3 

5. Network Connection:  Where applicable, ESYS will coordinate new requests for 

network port additions, changes or deletions with the Network Operations team.  The 

Department Primary and Secondary DCPs will be notified at least one week prior to 

planned network outages via the Technotice process.  ESYS will notify DCPs via the 

Technotice distribution list of emergency network outages that may affect their 

server(s).  ESYS will notify Department of broad (switch level and higher) network 

disruptions.  

6. Network and Application Software:  All applications are subject to review and can 

be disallowed if they are determined to have a detrimental effect on the network, ESYS 

services, or other campus systems.  Consistent with campus policy and practices, ESYS 

reserves the right to disconnect any server(s) from the network that poses a threat or 

which may be directly tied to the assessment of a perceived threat to the environment 

because of security exposures or any condition that puts the University at risk, 

including potential violations of existing laws or policies. 

B. ESYS Co-Hosted responsibilities include: 

1. Installation:  ESYS will coordinate provisioning of virtual servers and creation of 

databases with Department or third-party vendor application specifications.  ESYS will 

install data center server operating systems (OS) limited to the vendor supported 

versions of Windows Server or RedHat Enterprise Linux.  The hosting fee includes one-

time or annual OS license cost. 

2. Server and Database Security:  ESYS is responsible for the OS administration and 

applicable security of Department server(s) and explicitly agrees to adhere and use the 

policies and procedures set by campus security.  Applicable OS administration includes: 

maintaining current operating system patch levels, web service (IIS or Apache) system 

level patches, database patches (for ESYS-hosted databases), anti-virus patches, host-

based firewall configurations, local administration account access, and system log 

shipment and review (host-based firewall logs, system logs and, if applicable, web 

logs).  Communication protocols must be secured where possible.  FTP, Telnet, and 

other unsecure protocols will not be supported.  Each server will be Qualys scanned 

weekly for any OS and web page vulnerabilities by the Information Security Office 

(ISEC).  Any vulnerabilities will be reported immediately to the Department and 

resolved in a timely fashion. 

3. Server and Database Monitoring:  ESYS monitors the availability of key operating 

system services running on the servers and database systems.  Should those services 

become unresponsive, alerts can be sent via email to a specific Department contact 

person and to the ESYS Manager.  ESYS will configure server monitoring polling 

interval to two minutes and web services monitoring to poll every five (5) minutes. 
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ESYS will review the alerts and coordinate any support that will be necessary during 

normal business hours.  ESYS is responsible for operating system and database 

monitoring and alerts. Any alerts triggered by an application will be the responsibility 

of Department to resolve.  Application specific polling interval will be determined by 

Department and ESYS.  ESYS is available to power server(s) on and off at 

Department’s request during normal campus business hours.  The department may 

submit a ticket to add application monitoring. These requests will be reviewed and 

added to the monitoring software when feasible. 

4. Planned Maintenance:  ESYS follows the processes outlined by ITIL Change 

Management for planned and unplanned (emergency) system or database patching, 

maintenance or repair activities.  Change Management is governed by the Change 

Advisory Board (CAB) comprised of members from Information Resources departments 

and other representatives from across the campus.  Scheduled maintenance is planned 

by ESYS and Department, documented in the campus Change Management system, 

reviewed by the ESYS Manager, and escalated for approval and scheduling from the 

CAB and the campus designated Change Manager.  ESYS monitors, manages, and 

evaluates changes through the Change Management Calendar to maximize customer 

service and minimize risk due to unscheduled service disruptions or other impacts to 

the campus.  All IT-related service outages are published in the Outlook Change 

Management Calendar. The Change Management Calendar currently serves as the 

official outage and maintenance schedule for ESYS. Scheduled maintenance is not 

included in the calculation of system uptime metrics. 

To prepare for possible disruption or changes in service, a maintenance window or 

planned outage may occur on a weekday between 5:00am and 8:00am as noted: 

a. Planned outages and changes will not be scheduled during the first or last 

weeks of instruction, finals week, or other significant campus dates.   

b. Work scheduled outside of this window requires approval from the Change 

Manager.  

c. Complete Data Center shutdowns for major maintenance, if needed, will be 

scheduled in advance and communicated with as much lead time as possible. 

Major department upgrades, migrations and consultations to a system or application 

are treated as projects outside the scope of this SLA. Fees for these projects are 

negotiated with ESYS in advance on a service-by-service basis and payable with a CAF 

for consultation and services rendered. 

Maintenance is scheduled before or after normal work hours and will be communicated 

to the Department one week prior and one day prior using the Technotice email 

http://its.ucsc.edu/maintenance_calendar/index.php
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distribution list.  Department may request an alternate day and time for patching.  Any 

change requests must be reviewed and accepted by the ESYS manager. Due to 

security concerns surrounding patch management, the expectation is that patches 

addressing zero-day exploits are loaded within 24 hours while other less-critical 

patches are evaluated and applied as necessary.  Provisions are made by the Change 

Management process to accommodate requests for expediting emergency changes.  An 

emergency in this case is defined as any unforeseen circumstance (e.g., security 

patches to address high-impact malware) that requires immediate action, regardless of 

the impact to end users or other services provided by the server(s).  An emergency 

shall be determined to exist by the Information Security Office and ESYS, leveraging 

the input of Department as needed. 

In the event of an Emergency Change, ESYS will make reasonable efforts to contact 

the DCP. The Change Management process will ensure communication to the 

Department such that any downtime as a result is coordinated in advance. 

Occasionally, Data Center maintenance is required that may disrupt network 

connectivity or access to server(s).  Department will receive at least one week notice 

prior to planned maintenance.  Department will be notified as soon as possible in the 

case of emergencies or network failure. 

5. Remote Access and Administrative “root” Accounts:  ESYS will enable access to 

the server console remotely over IP and using specific named user accounts.  For 

security purposes, access using generic service accounts is not allowed for servers and 

databases.  Remote connection(s) must be established over a secure connection 

protocol such as remote desktop or secure shell.  Following campus security 

requirements, remote access must be performed on a secure management 

workstation.  In the event direct access to the console of the server is required, 

arrangements will be made by Department with ESYS to allow for physical access to 

the server in the Data Center or by access through a specific ESYS workstation using 

VMWare tools, remote desktop or shell programs. 

For security and system integrity purposes, ESYS will not provide the server or 

database “root or administrator” user account and password.  To accomplish some 

software installation tasks, ESYS will log in using the administrator account and assist 

the Department during the software installation. 

6. Backup and Restore Services:  ESYS maintains backups of a Co-Hosted 

departments server(s). Co-Location servers are not backed up by ESYS. Backups occur 

on a nightly basis.  Backups of unstructured data, such as files stored on disks, will be 
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retained for a period of 30 days.  Backups of structured data that is managed by ESYS, 

such as ESYS-managed SQL and Oracle databases, will be retained for a period of two 

(2) weeks.  The DCP is responsible for ensuring the data is in a quiesced state for the 

duration of the backup window.  This happens automatically for most file-level 

backups, but databases not managed by ESYS will require the DCP to work with ESYS 

to identify a backup strategy for the data. 

ESYS will retain a second copy of all backup data at an auxiliary site.  This site could 

include locations such as a different building on campus, a different CSU, or in a cloud-

hosted backup environment. 

All ESYS backups are encrypted as they are transmitted and when the data is at rest, 

such as on a tape cartridge or archival disk drive. 

The DCP may request that data be restored as needed.  Restoration requests will be 

responded to within our normal response times.  The restoration process time may 

vary depending on the amount of data needed and the location at which the backups 

are stored. 

C. Department responsibilities include: 

1. Server and Database Access:  User and administrator access is granted by 

Department permission.  Vendor access management is the Department’s 

responsibility and is allowed via secured connection using campus VPN.  The 

department should work with the vendor to define access requirements.  Access 

requirements, once approved by the department, should be communicated to ESYS 

through a ticket.  ESYS will accommodate the access request within the response times 

defined in this SLA. 

2. Application and Server Security:  Department and ESYS are required to jointly file 

and maintain a server entry in the Information Security OMNI database and the 

campus vulnerability scanner.  Any substantial changes to the security environment 

must be approved by the Information Security office and documented in OMNI. 

Application is defined as vendor supplied or custom application software. Application 

software is designed to interact with the users of the system.  The Department 

authorizes authenticated Qualys scans of their servers, and allows scans for all 

respective web and non-web applications housed in the Data Center. 

3. Application Administration:  Department is responsible for the administration of 

department-specific application software, database schema and websites on their 

server(s) including the management of server-based shared folders and related 

department user access control.  ESYS is responsible for on-going server(s) operating 

system and database version and patch management (see section IV A: ESYS 
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Responsibilities). If the Department embarks any venture outside of routine system 

administration such as a migration to new hardware or server operating system, an 

application upgrade, or any other significant project work, ESYS reserves the right to 

separately negotiate professional services fees. 

4. Application and Middleware Vulnerability Patching:  Department is responsible 

for timely remediation of application and related helper applications and middleware 

vulnerabilities discovered by the weekly Qualys server scans.  Department is also 

responsible for timely remediation of vulnerabilities discovered by the Qualys website 

scans. 

5. Procurements:  Where appropriate, Department is responsible for the purchase, 

license and maintenance costs of all hardware, software, and network components, if 

any. Department will purchase hardware, network components and the server(s) 

software through and/or in coordination with ESYS as needed. It is required that 

Department consult with ESYS on all hardware, software and network-related 

procurements prior to placing orders, to ensure the products and/or services best meet 

Department needs, and are certified for use on the server(s) in the Data Center. Unless 

otherwise waived by ESYS, all hardware items are required to be covered by Gold level 

maintenance or equivalent, 24 hour by seven (7) day support. 

Unless otherwise waived by ESYS, all hardware purchased by Department must be 

refreshed at least every five (5) years.  Unless otherwise waived, such hardware 

replenishment must follow the ESYS vendor of choice. ESYS will not support operating 

systems that have become end-of-life. Although the application software is the 

responsibility of the Department, for support and security purposes, it is highly 

recommended that the application software remain current. 

6. Licensing Compliance:  All software purchased by Department for use on the 

Department server(s) shall be properly licensed in sufficient quantities to cover actual 

usage and renewed annually when applicable.  Software to include, but not limited to, 

operating system licenses and user client access licenses (CALs), database licenses, 

vendor application licenses, middleware licenses, if applicable. All software must be 

current and supportable by the manufacturer. 

7. Communication:  Department will ensure that DCP is added to the Technotice email 

list to receive regular communication from the Change Management process. 

Department will also ensure that DCP is registered with the campus emergency 

notification system and contact information is accurate. 

8. Disclosure of Personably Identifiable Information:  Department is responsible for 

disclosing to the Information Security department and ESYS the level of data stored by 



Service Level Agreement (SLA)                                        Enterprise Systems 

   Page 8 

the application or database on the server per the CSU and campus data classification 

standards.  Servers and databases that hold data classified as Level 1 will be treated as 

high risk and is subject to higher security standards and practices.  

V. CONFIDENTIALITY  

The Department acknowledges that ESYS has full, unrestricted access to the Department’s 

server(s), hosted databases, websites, support hardware, and operating system software. ESYS 

agrees to place the highest priority on protecting the confidentiality of data residing on the 

Department server(s). It is acknowledged that ESYS will not permit others to access the 

Department’s resources without the permission of the Department. ESYS reserves the right to 

access the Department’s resources in the event of an emergency, to prevent loss or damage to 

university resources, and/or to investigate a suspected incident, legal and policy violations. 

 

VI. SERVICE REQUESTS  

As outlined in the IT Service Catalog, a service request may be generated through the ITSS 

ticketing system and departments are encouraged to submit tickets for service requests for 

proper assignment and tracking.  Support services may be requested 24 hours a day, seven (7) 

days a week, and are reviewed within eight (8) business hours.  The primary and secondary 

Designated Contact Person (DCP) will be given access to the online service request system. 

 

VII. SERVICE HOURS  

ESYS hours of operation are 7:00 am – 5:00 pm, Monday through Friday, excluding holidays and 

other closures observed by the University. The University (including ESYS) typically works an 

alternate schedule during the summer months, with the campus closed or working minimal hours 

on Fridays. Occasionally, ESYS staff may begin the day at 5:00 am or earlier to complete 

maintenance work to minimize production downtime resulting in staff ending the day after their 

standard work shift.  In the event of a scheduled change, ESYS staff may end the day later than 

the standard hours of operation. Appointments may be made outside of regularly scheduled hours 

and is subject to approval by the ESYS manager.  
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VIII. RESPONSE TIME  

ESYS’ goal is to acknowledge and act upon any interruption in the normal functioning of an urgent 

service or system within twenty-four (24) hours.  ESYS uses a set of criteria, based on a global 

campus view of IT needs, to prioritize a service or system as “urgent priority.” A service or 

system is “urgent priority” if it meets any of the following criteria: 

• A significant number of people are affected; 

• A high percentage of campus tasks can no longer be performed; 

• Academic and Administrative Calendar deadlines are impacted; 

• Delivery of instruction is significantly impacted; 

• Student academic performance experiences a significant or lasting impact; or 

• There is a significant risk to safety, law, rule, or policy compliance. 

Although ESYS strives to have minimal downtime for all services and systems under its purview, a 

catastrophe or emergency has the potential to disrupt even the most sophisticated support. We 

recommend that all departments consult their Business Continuity Plan to minimize disruption to 

normal business practices during any unforeseen outage. 

 

IX. DISCLAIMER  

ESYS is not responsible for any damages the Department may suffer as a result of unanticipated 

service disruption attributed to ESYS or the Department’s hardware or software failures. ESYS 

does not make implied or written warranties for any of our services. This includes loss of data 

resulting from delays, non-deliveries, wrong delivery, and any and all service interruptions caused 

by ESYS. 

 

In the course of normal business, the University must adhere to policies, regulations, and laws 

regarding data retention. Because many laws and regulations are specific to the purpose of data 

use, compliance is the Department’s responsibility. If the Department needs assistance becoming 

compliant, ESYS is glad to assist with requests. However, ESYS is not responsible for regulatory 

compliance of data. 

 

X. SERVICE SATISFACTION  

Departments are encouraged to contact the ESYS Manager with any complaints.  If the issue is 

not resolved to the Department’s satisfaction, the Department may contact the Director of 

Computing and Communications Services for final resolution of the problem. 
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XI. TERMS OF AGREEMENT  

Effective Term:  This SLA is in effect upon signature of the agreement, automatically renewing 

July 1 of each year, unless terminated as described below. 

Reviewing:  This SLA is valid as of the date hereof and reviewed and revised annually, or as 

necessary, by ESYS.  

Billing:  Hosting fees may vary and are calculated annually in the months of June and July. 

Unless otherwise requested, billing will occur through the Computing and Communications 

Services Admin Telecom Billing system on a monthly basis. The charges are available for viewing 

within approximately two (2) business days from the end of the month.  Addition, deletion or 

modification of services will change the monthly cost and will be billed accordingly the month 

after a change is implemented.   

Termination With or Without Cause:  One party may terminate this SLA without cause upon 

30 days written notification to the other party. One party may also terminate this SLA with cause 

upon the failure of the other party to substantially perform the duties specified in this SLA.  In 

such event, the SLA may be terminated 30 days after written notification of this failure, unless 

the failing party corrects the failure to the satisfaction of the terminating party.  In either event, 

on termination, the Department is only liable for payment for services performed in accordance 

with the provisions of this SLA prior to the effective date of termination.  The Department will 

coordinate with ESYS for the removal of their equipment, if any.  Appropriate refunds will be 

processed upon termination. 

Amendments:  ESYS reserves the right to amend the SLA without notice. In the event that ESYS 

amends the SLA, the Department’s DCP(s) will be sent an email notification containing a link to 

the amended SLA. Acceptance of the change in terms will be indicated by the Department’s 

continued use of services.  Departments may request an amendment to the SLA if mutually 

beneficial and all parties agree in writing. The SLA is available upon request from the ESYS 

manager and is posted to the following location and made accessible to all departments: 

https://www.csuchico.edu/esys/cohost.shtml 
 

https://www.csuchico.edu/esys/cohost.shtml

